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Zuvropn Nepypadn t

Assurance Case Generator for Evidence-Driven
Zero Trust Edge Services

Ocspatikn Meproxn: Trustworthy Systems, Security Assurance, Certification
Evidence. H epyaocia Ba avamtiéel prototype tool ywo tn Snuoupyia
assurance cases o€ Zero Trust edge services, 0mou access decisions Bacifovrat
oe identity evidence, device posture, telemetry, audit logs kat policy checks.
MeBoboloyia: oplopog Claim-Argument-Evidence model, &nuioupyia
evidence schema, ulomoinon assurance-case generator kat edoppoyr] o€
synthetic edge service authorization scenarios. AVOUEVOUEVO OMOTEAEGHAL:
prototype generator, assurance-case templates, sample evidence sets kat
validation report mou evrtomilel missing evidence, weak claims kot
unsupported assumptions.

Ewonyntic-Epeuvntig: lwavvng Ztullavoul

Compliance-as-Code Evidence Pack Generator
for Kubernetes-based Cloud/Edge Services

Ospatikn Neproxn: Continuous Certification, DevSecOps Evidence, Cloud
Security. ©a oxeblaotel compliance-as-code framework mou cUAAEyel Kat
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opyavwvel machine-readable cybersecurity evidence yia Kubernetes-based
cloud/edge services. MeBobdoloyia: aflormoinon SBOMs, vulnerability scans,
Kubernetes configuration checks, secrets detection, access-policy checks kat
API| exposure analysis: mapping Twv amoteAecudtwyv og control families ka
napaywyr) JSON/OSCAL-like evidence packs. Avopevépevo amnotéAsopa:
prototype evidence-pack generator, sample reports, gap analysis,
remediation suggestions kat oaflohoynon ot 2-3 demo cloud/edge
deployments.

Ewonyntig-Epeuvntig: lwavvng Ztuliavou

Robustness Evaluation of Al-Driven
Trustworthiness Decision Systems under
Forecast Error and Telemetry Manipulation

Ospatikn Meproxn: Adversarial Al, Al Assurance, Trustworthiness Decision
Systems. Avamtuén benchmark ywa Al-driven decision systems mou ektiouv
trust/risk kot emAéyouv security response levels Baosl telemetry, demand
forecasts, anomaly indicators kat policy constraints. MeBo&oAoyia:
dnuloupyia synthetic dataset pe normal, noisy kot adversarial scenarios:
sloaywyn forecast errors, delayed telemetry, manipulated anomaly scores kat
missing evidence: afloAoynon rule-based, ML 1 hybrid decision models.
Avapevopevo anotédeopa: benchmark dataset, attack scenarios, evaluation
scripts kot metrics 6nwg unsafe downgrade rate, false trust elevation, policy
violation rate, fail-safe ratio kot explanation consistency. Ewonyntng-
EpguvntAg: lwavvng ITtuAlavou

Follow-up publication: “Robustness Evaluation of Al-Driven Trustworthiness
Decision Systems under Forecast Error and Telemetry Manipulation”
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Adaptive Zero Trust Policy Engine for API
Access Control using Verifiable Trust Claims

Ocpatikrp MNeploxn: Zero Trust, Policy-as-Code, Verifiable Trust Claims.
YAomoinon prototype policy engine yia APl access control, 6rou ot anodpaoelg
Sev Baoilovtal povo oe roles aA\d oe dynamic trust claims omwc¢ identity
assurance, credential freshness, device posture, risk score, auditability kot
service sensitivity. MeBodoAoyia: oplopoc trust-claim schema, vAomoinon
policy model pe Rego/OPA 1) Python, synthetic API testbed kat scenarios yla
revoked/expired claims, privilege escalation, conflicting claims, high-risk
requests kot step-up authentication. Avapevopevo amotéAeopa: policy
engine, rule library, access-decision API kot afloAdynon correctness, latency,
explainability kat robustness og claim manipulation. Etlonyntig-Epguvntig:
lwavvng ZTuAtavou

Privacy-Preserving Sharing of Vulnerability and
Attestation Evidence between Security
Domains

Ospatikn Neploxn: Privacy-Preserving Security, Evidence Sharing, Federated
Trust. Qo pehetnoel mwe dVo Sladopetika security domains pmopouv va
avtaAddcoouv vulnerability kal attestation evidence ywpig amokaAuvyn raw
logs, internal configurations, hostnames 1 sensitive telemetry. MeBodoAoyia:
Snuwoupyla synthetic evidence datasets, povtelomoinon raw evidence
sharing, signed summaries, selective disclosure, hash commitments kat
privacy-preserving aggregates: ouykpLtiki afloAoynon wg Tmpog audit
usefulness, privacy leakage, evidence completeness kalL computational
overhead. Avapevopevo amotéAecpa: prototype evidence-exchange
mechanism, privacy-utility analysis katL recommendations yia cross-domain
trust, auditability kaul certification evidence sharing.

EwonyntAc-Epguvntic: lwdvvng Stuliavol
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Reinforcing Privacy through Federated
Learning in Few Shot Transfer Learning Trust
Prediction Systems in the loT

Ocspatikn Neploxn: Few Shot Learning, Trust Prediction in IoT ecosystems,
Federated Learning.
Me0BodoAoyia:

Apxkad Ba yivel po avaokomnon otnv BiBAloypadia CXETIKA HE
Federated Learning uebo6doug trust prediction yia va mpooSloplotolv
KEVA OTNV MOPOUCEC TTEPLOXEG Kal tepLlBwpla BeAtiwong.

Yotepa Ba uAomolnBel éva Federated Few-Shot Transfer Learning
HMOVTEAO yla TipOPAen trust score BaOLOPEVOU O UTAPXOV LOVTEAO
PpOPAePNG trust. 3to véo poviélo n dwadikacia ekmaibsvong Ba
TIPOYLOTOTIOLE(TOL QTTOKEVIPWHEVO O EMIMESO CUOKEUWV KOl TO
povtéAa mou ekmaldelovral og kaBe cuokeur Ba cuvSualovtal HEow
federated aggregation pe otdxo tnv evioyuon WLWTKOTNTAS XWPLC
anwAeLo akpipeLag.

AvVaEVOLLEVO aMOTEAECHAL:

Avarmrtuén kot afloAdynon evog privacy-preserving trust prediction
CUOTHAUOTOC TIOU ETILTUYXAVEL ocuykplown | BeAtwpévn amodoon
(MSE, MAE, R?) ot oxéon pe 1o centralized baseline, pewvovrtag
mapdMnAa tn Swappony Oebopfvwv  PECW  ATIOKEVIPWUEVNC
ekmaidevong, KoOwe Kol Tapaywyr] TEPAUATIKWY OTMOTEASCUATWY
kat vlomoinong. H mapovoa SutAwpatiky Oa Paclotel otnv
dnuooieuon «Trust Score Prediction for IoT Device Onboarding Using
Transfer and Few-Shot Learning in Consumer Electronics»

ElonyntiAg epeuvntiG: MixanA Mmapmatolkog

Reinforcing the robustness of Explainable Al
technologies against Adversarial Al attacks.

Ocepatikr MNeproxn: Adversarial Al, Explainable Al, Al Security

MeBoboAoyia:
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Apxikd Ba mpaypatomnotnBei BiPAloypadIk avacKOTINGN CXETIKA UE
TEXVLKECG XAl KL TLG EUTTABELEG TOUG. O aKOAOUBNOEL N avamTuén evog
BaalkoL supervised learning povtélou yia poPAedn os emheyuévo
dataset (m.x. classification o€ security-related 6e6ouéva), To omoio Ba
xpnotpormnolnBei yla tnv mapaywyn explanations. Oa evowpatwBbouv
XAl povtéla (rm.x. SHAP kat LIME) yia tTnv epunveia twv anodpdcewy
TOU HOVTEAOU Kal kKotaypadn Twv mopayopevwy explanations wg
baseline.

Yotepa Oa mpaypatonmownBolv emiBEcel TTOU OTOXEUOUV OTNV
Snuwoupyiae mapamAavnTtikwv  explanations  pe  pelwpEvn
otaBepodTnTa KoL CUVETELA. ETtiong Ba mpaypatonolnOel GUYKPLTIKN
aflohoynon tng amodoong twv XAl UnXaviopwy TPV Kol YETA TV
Sle€aywyn Twv emBEcewy XpnoLpomolwvtag HeTpLkeg omwg: fidelity,
stability, robustness kal interpretability.

AVaEVOLLEVO aMOTEAECHAL:

Eva mepapotikd framework aflohoynong XAl poviéAwv UTO
adversarial Al emiB£oelc kaL avaAucon tg evalodnolog Twv HOVTEAWV
QUTWV.

ElonyntAg epguvnti¢: MixanA Mmapmatolkog

Detection and mitigation of adversarial
poisoning attacks against few shot learning-
based trust management frameworks.

Ocepatikn Meproxn: Adversarial Al, Few Shot Learning, Trust Management in

loT

MeOoboloyia:

Apxika Ba mpaypatonownOsi BLRAoypadLKr) avooKOTNON CXETIKA HE
adversarial poisoning attacks oe machine learning cuotripata Kat
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Avopev

elbkotepa o few-shot learning povtéAa. Itn ouvéxela Ba
vlormolnBei éva baseline few-shot learning povtéAo yua classification
f prediction aflonolwvtac éva dataset pe trust management related
Sebopéva. Yotepa Ba oxedlaotolv kot Oa epappootouyv data
poisoning attacks, 6mou pépog Twv training samples Ba
TPOTOTOLE(TAL UE OKOTIO TNV UTIORBABULON TNG OO SooNg Tou
pHovtélou. Emiong Ba avamtuyBel pnxaviopoc aviyveuong Twv
poisoned samples BOGIOUEVOC O OTATLOTIKEG QTIOKALOELC. 2TN
ouvéxela Ba uhomolnBolv BaaolkéG TEXVIKEG mitigation, OTwg
filtering Twv UMomTWV Selypdtwy f robust training pe kaBapad
subsets 6ebopévwy, R eMava-oTAOULON TN EMLPPONG TwV training
samples. TéAoc, Oa mpaypatonolnOei melpapatikr aéloAdynaon g
anod00ng TOU CUCTHOTOG TPLY KAl LETA TIC eMLBECELS, KaBwC Kall
UETA TNV edappoyr] Twv mitigation TEXVIKWY, UE XPrON LETPLKWV
onwg accuracy, F1-score, kal attack success rate.

OJEVO amoTtéAeopa:

‘Eva netpapatikd framework afloAdynong data poisoning attacks oe
few-shot learning-based trust estimation cuotruara.

Avartuén kat afLoAoynon pnxaviopou aviyveuong poisoned samples.
Avaluon g avBektikdétntag few-shot povtéAwv oe adversarial
ETUOECELG UE OUYKPLTIKA QMOTEAECHATA TIPLY KAl LETA TNV edappoyh
mitigation Texvikwv.

ElonyntiAg epguvntiG: MixanA Mmapmatolkog
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MEeA£TN Kol AVATTTUEN MPWTOTUTIOU yLol
UBpLdIka PnodLaka niotonontika X.509 e
KAQLOLKEG KOl LETO-KPBAVTIKEG UTtOYpadEC

H epyacia Ba peAetrosl Tn LeTABACN TWV UPLOTAUEVWY UTIOSOUWV SNUOGCLOU
KAELOL0U o0& peTa-KPBavTko meptBariov, pe Eudaon otn oxedioon uBPLOLKWY
TIOTOMOLNTIKWVY Ttou cuvbualouv KAoolkoU¢ aAyopiBuoug, onmwe ECDSA 1)
RSA, upe post-quantum Ynolakéc umoypades. H peBodoloyia Ba
nephapBavel BBAloypadlkrl avooKOmnon, oVAAUCH OXETIKWV TPOTUTIWY,
oxebilaon S0UNAC TLOTOMOLNTIKOU Kol avAmTtuén mpwTtoTtUTou £kdoong Kal
enaAnBguong UBPLSLKWV TILOTOTOLNTLKWVY. TO AVAEVOUEVO AMOTEAETHO Elval
N aVANTUEN MPWTOTUTIOU CUOTHMATOG KOl TEXVLKAG MEAETNG yla UPBPLOLKA
X.509 motonowntikd. Epevvntic-Elonyntiig: BOYAOYPH:Z ANAZTAZIOL.
Ospatiky  Mepoxn:  Meta-kBavtiky  Kpumtoypadia, PKI,  Wndlaka
MiotomonTKaA.
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10.

Ixebiaon kat vAomoinon pnxaviopov Merkle-
based niotonowntikwv ywa quantum-resilient
PKI

H epyacia Ooa efetdost ™ Xprion Merkle trees w¢ pnxaviouou
auBevtikomoinong kot ouprmieong oamodeifewv eykupoOTNTAG OF HETA-
KBovtikéG umoSopég Tmiotomolntikwy. H peBodoloyia Oa mepllapBavel
uobnuatiky meplypadrn Merkle trees, oxeblaon 6oung Merkle-based
certificate, avantuén epyaieiov Snuioupylog Merkle root kot membership
proofs, kaBwg kot melpapatiky afloAdynon we mpog péyebog amodeiéewy,
Xpovo emaAnbeuong kal duvatotnta svowpdtwong oe PKlL. To teAwko
napadotéo Ba eival n avantuén npwtotunou Merkle Certificate Engine ko
ouvodeutik TeEXVIKN afloAoynon. Epsuvntrig-Elonyntig: BOYAOYPH:Z
ANAZTAZIOZ. Osuatikr) Neploxn: QCERT, Merkle Trees, Post-Quantum PKiI,
AuBevtikonoinon.

11.

Zuykpltikf a§loAoynon post-quantum
aAyopiBuwv untoypadng yio xpron o€
YnodLakd motononTka

H epyacia Oa ouykpivel peta-kBaviikoug alyopiBuoug Pndlakng unoypadng
W¢ TPOC TNV KATOAANAOTNTA Toug vy xprnon oe PKI kat YPndlakd
riotomnotnTikd (NIST standards aAAd kat ta véa submissions). H peBodoAoyia
Ba mephapPavel BBAloypadikr) Kol TEXVIKA avaluon aAyopiBuwv,
TELPAUOTIKES LETPNOELC XpOVou uToypadnc, xpovou enalnBeuonc, pey£boug
dnuooou KAeldlol, peyéBoug umoypadng Kol EMIMTWOEWY 0To pEyeBog
TILOTOTOLNTIKWY. TO QVOUEVOUEVO OMOTEAECUA ELVaL N EKTOVNON HEAETNG Kol
OUYKPLTIKAG a§loAdynong e cadeig MpoTAcelg yia tnv emthoyn alyopibuwv
oto mAaiolo tou QCERT. Epguvnti¢-Elonyntrig: BOYAOYPHI ANAXTAZIOSZ.
Ocepatikn NMeproxn: Post-Quantum Cryptography, Digital Signatures, PKI
Evaluation.
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12.

Avamntuén epyaleiov peTABaonG amno KAAOLKA
OE META-KPOAVTLKA TILOTOTIOLNTLKA OE UTLOSOMEG
PKI

H epyaocia Ba oxedldoel katl Ba uAomolrosl éva epyaleio mou umootnpilel T
otadlakn PeTdfaocn and KAACLKA TILOTOTOLNTIKA O£ UBPLOLKA 1 TTANPWG UETO-
kKBavtika miotomointikd. H pebodoroyian Ba mepthapBdavel avaiuon
umtapyouvoag PKI, oplopd oevapiwv migration, oxediaon epyaleiou eAéyxou
oupBatotntog Kol avamtuén MPWTOTUTIOU TIOU €&VTOTI{EL TILOTOTIOLNTLKA,
aAyopiBuoug kot mapapétpoug mou xpstalovtol avaBaduion. To TeAKO
anotéAeopa Ba sival n avantuén unnpeoiag/spyaleiov migration readiness
assessment yLo. OpyaviopoUGg mou mpostolpalovral ya post-quantum PKI.
Epeuvntig-Etonyntiig: BOYAOYPHZ ANAZTAZIOZ. @gpatiki Neploxn: QCERT,
PKI Migration, Cybersecurity Engineering.

13.

MeAétn ko uAomoinon PQC-aware TLS
ETUKOWVWVLOG LE XPAON LETA-KPBAVTLKWV
HAXaVIoHWV avtaAAayng KAELSLoU

H epyacio Ba eeTdoeL TOV TPOTIO EVOWHATWONG LETA-KBAVIIKWY LNXAVICULWY
avtaAAayng kKAewdlov oe mpwtdkoAAa acdaAol¢ emikowwviag tumou TLS. H
puebodoloyia Ba mephapBavet peAétn tou TLS handshake, avaluon kKAaoikwv
Kall post-quantum key encapsulation mechanisms, uAomoinon nelpapatikoy
nieptBarlovrog client-server kot alohdynon smdocswv wg mpog latency,
HEYEOOC UNVUUATWY KAl KOOTOC UTTOAOYLOUOU. TO OVAEVOUEVO QMOTEAEGHA
givalt n avantuén nepapatikov PQC-aware TLS prototype Kot TeEXVIKA
afloAoynon Tt Asttoupylkotntdg tou. Epsuvntr¢-Elonyntig: BOYAOYPHI
ANAZTAZIOX. @gpatiki Neploxi: QCERT, TLS, Post-Quantum Key Exchange,
Network Security.

14.

Ixediaon Hybrid Certificate Authority Toolkit
ywa £€kdoon Kat Staxeipion post-quantum
TILOTOTOLNTLKWV

H epyaoia Ba eotidost otn oxediacn evog epyaleiov apyng motonoinong mou
umopel va £kbidel, va amoBnkelel kal va emaAnBelel uBPLOIKA N peTa-
KBavtikd miotomolntikd. H peBodoloyia Bo mepllapfavel avaluon
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Aettoupywwv  plag CA, oxebloon apxLtektovikng, UAomoinon Pacikwv
AELTOoUpYLWV €kdoang TILOTOTIOLNTLKOU), dnuioupyiog QUTAMUOTOG
motonownNTikol Kal emaAnbsuong oAucibag eumiotoolvnG. To TEAKO
napadotéo Ba eivat n avamtuén mnpwtotunou Hybrid CA Toolkit,
OUVOSEUOUEVOL QO TEXVIKN Tekunpiwon kat afloAoynon. Epeguvntngc-
Ewonyntig: BOYAOYPHZ ANAZTAZIOZ. O@spartikr) NMeploxn: QCERT, Certificate
Authorities, Hybrid Cryptography, PKI.

15.

AvaAuon acdaleiog Kal AMEAWV Lo LETA-
KBaVTIKEG UTLOSOMEG SNLAGLOU KAELSLOU

H epyacia Ba peletnoel T ameNéG TMOU QVTIUETWTI{OUV Ol UTIOSOMEG
dnuooou  KAslWSloU otV EMOXA TwV  KBAVIIKWY  UTOAOYLOTWV,
cupnephappavopévwy  emBécswv  TUMou  harvest-now-decrypt-later,
npoBAnuatwyv  ocupPatrdtntag Kol KWwOUvwv  amd  AavBaopévn
napapetponoinon. H pebodoloyia Ba mepllapPfdvel threat modeling,
ovaluon oevapiwv eniBeong, kataypadrn omalrtnoswv achoAelag Kot
POTACN OVTLLETPWY Yo quantum-resilient PKI. To avapevopevo amotéleopa
glval n ekmovnon peAétng acpaleiog kol tpodiaypadwv npootaciag ylo to
olkoovotnua QCERT. Epeuvntic¢-Ewonyntrig: BOYAOYPHY ANAXTAZIOZ.
Ocspatikn Meproxn: Cybersecurity, Threat Modeling, Post-Quantum PKI.

16.

Edappoyn secret sharing yia aocdalr
anofnkeuon WBLWTIKWV KAELSLWYV o€ post-
quantum PKI

H epyaoia Ba SlepguvAoeL T xprion oXNUATWY SLAUOLPACHOU HUGTIKOU, OTtwE
to Shamir Secret Sharing, ylo tnv mpootacia IOIWTIKWY KAELSLWV O apPyEC
motomnoinong Kat kpiotpeg PKI urtodopéc. H pebodoloyia Oa mepthappavet
palnuatiky avaluon tou secret sharing, oxediaon moAttikng threshold
access, ulomoinon epyaleiou Stopolpacpol KoL avaKoTAOKEURC KAELSLWVY Kot
aflohoynon oe oevapla Stoxeipiong CA private keys. To tehkd napadotéo Oa
glval n avantuén npwrtotunou epyaleiov acdpaloug Slaxeiplong LSLWTIKWV
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KAeSLwv e secret sharing. Epeuvntic-Etonyntrg: BOYAOYPHI ANAITAZIOS.
Ospatikn Meploxn: Secret Sharing, PKI Security, Key Management.

17.

Threshold cryptography yia katavepnpévn
£€kdoon YndLakwv MLOTOMOLNTIKWVY

H epyaoia Ba peAetnost mwg texvikég threshold cryptography pmopouv va
xpnotpomnotnBolv wote n €k800n TLOTOMOLNTIKWY Vo Un Boaoiletal os €va
HOVOOIKO BWTIKO KAEWSL 1 oe éva povadlkd onueio amotuyiag. H
ueBodohoyla Ba mepthapPBavel avaiuon threshold signatures, oxediaon
KOTOVEUNUEVOU TIPWTOKOAOU  UTtoypadnG TILOTOTIOLNTIKWY, OVATTTUEN
TPWTOTUTIOU e TOAAMAOUG OCUMUETEXOVIEG Kal afloAOynon wg TPogG
aopaAela, SlaBeouoTNTO KAl KOOTOC EMLKOWWVIOC. TO OVOUEVOUEVO
anotéAeopa eivat n avamtuén mepapatikol ocvotiuartog threshold
certificate signing. Epeuvntic-Elonyntig: BOYAOYPHXI ANAZTAZIOZ.
Ocpatikn Neproxn: Threshold Cryptography, Distributed PKI, Digital
Signatures.

18.

YAonoinon kat a§toAoynon Distributed Key
Generation MPWTOKOAAOU yLaL KATOWVEUNHEVN
Siaxeiplon KAelSLwv

H epyaoia Ba eetdoel MpwTOKOAAQ KATAVEUNUEVNG TTAPAYWYNG KAELSLWY,
onw¢ Feldman rj Pedersen DKG, pe otdxo tnv aodaln dnuovpyia kKAeldlwy
XWPLG EUTLoTo KeEVTPLKO pépog. H peBodoloyia Ba meplapPavel BewpnTikn
UEAETN Twv TPWTOKOAAWY, ulomoinon mnelpapatikol DKG ocuothpartog,
npocopoiwon TiHwy Kol KAKOBOUAWY GUHHETEXOVIWV Kol 0ELOAOYNON WC
TPOC ETULKOLWVWVLIOKO KOOTOC Kol avOektikotnta. To teAlkd amotéAeopa Oa
glvat n avantuén npwtoturtou DKG GUOTAMATOC KOl TIELPOMOTIKA
afloAoynon t™¢ aodddeiag ko anodoong tou. Epesuvntic-Eionyntig:
BOYAOYPHI ANAZTAZIOX. @gpatiky Neploxn: Distributed Key Generation,
Secret Sharing, Threshold Cryptography.
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19.

MeAétn edpappoynig opopopdikig
Kpuntoypadnong ywa acpaln enefepyacio
dedopévwv kuBepvoaodalelog

H epyacia Ba efetdosl mwg n ououopdlkn Kpumrtoypddnon umopel va
gmutpéPel tnv enefepyacia svaioOntwv Sedopévwv aocdaleiag xwpic
amokpumntoypadnaon. H peBodoloyia Ba meplappavel elcaywyn oc partially,
somewhat kat fully homomorphic encryption, emiloyn katdAAnAou use case,
OTWG oTaTLoTIKN avaluon logs ) encrypted risk scoring, uhomoinon amiou
TPWTOTUTIOU KOl HETPNON KOOTOUC UTIOAOYLOMOU. To TeALKO amotéAeopa Ba
glval n ekmAvnon HMEAETNG KOl OVATTUEN TELPOUATIKOU TPWTOTUTIOU
opoMopdLKAG enefepyaciag. Epeuvntic-Elonyntnig: BOYAOQYPHZ
ANAZTAZIOI. Oepatiky Meproxn: Homomorphic Encryption, Privacy-
Preserving Computation, Cybersecurity.

20.

Avarntuén ekmodsuTtiking BLBALOBRAKNG yLaL
Shamir Secret Sharing ko edpappoyég otnv
Kpurttoypadikn Staxeipion KAEWSLWV

H gpyacia Ba €xel eKMALSEUTIKO KOl EPEUVNTIKO XapaKkTripa Kal Ba otoxevel
otnv avamrtuén BBAoOnRkng mou uAomolei to Shamir Secret Sharing pe
KaBopO, TEKUNPLWUEVO KOl €ETMEKTAOIHO Tpomo. H pebBodoloyia Oa
nepthappavel padnuatiky Bepediwon MenepaouévwY cwUATWY, UAomoinon
share generation kal reconstruction, mapadeilypata xpriong o€ private key
backup kat mepapatikn afloddynon opBotntag. To teAikd mapadotéo Ba
gival n avantuén eknatdeutikng Kpurnttoypadikig BLBALOOAKNG KoL TEXVIKAG
tekunpiwong. Epeuvntig-Etonyntig: BOYAOYPHI ANAITAZIOZ. Ogpatiki
Neploxn: Secret Sharing, Applied Cryptography, Key Management.

21.

Movtelonoinon N'vwong KuBepvoaoddAeiag
yla Xpnpatoowkovopka Mepipdaiiovia

H epyaocia Ba sotidoel otov oxedlacuo Kal tnv ulomoinon evdg apykol
LOVTEAOU yvwong KuBepvoaodAAELAG yLa XpNLOTOOLKOVOULKA TiepLBaAAovTa.
To povtélo Ba amotunmwvel PACIKEG EVVOLEC KOl OXEOELC UETOEU OmMEAWY,
sumaBelwyv, TIEPLOUCLOKWY OTolXElwy, Selktwv Topafiacng, TEXVIKWY
eniBeong, UETPWV TPOOTACIAC KOl KAVOVIOTIKWY armattioewv. H epyaoia
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umopel va aflomoloel UPLOTAEVO TIPOTUTIAL Kal MOPGOTUTIA, ONwC
STIX/TAXIl, MITRE ATT&CK, CAPEC, CWE/CVE Kol OXETIKEC QTOLTNOELG
OUUMOpdWONG, WoTe va dNLoupynOEel Lol CUVEKTLKA avamapdoTaoh yvwong
mou Ba pmopel va xpnowornotnBel amd cuotiuata avaluong kot AnYng
anopaoswyv. TeAikd amotéAeopa: Avamtuén cuothpatoc/unnpesoiag os
uopdn prototype security knowledge graph, pe tekunpliwpévo data model,
evOelKTIKO dataset, Baokd queries, HUNXOVLIOMO EL00YWYAC/Kavovikomoinong
CTI 6edopévwy Kal TEXVLKN avodopa TIou TepLypAdeL Tov TpOTo aflomoinong
Tou povtéhou. Ospatiky Meproxn: Security Knowledge Modelling, Cyber
Threat Intelligence, Ontologies, Knowledge Graphs. Epguvntig-Elonyntig:
lwavvng XouxouAng

22.

AvaAuon Mpdadwv ywa Avixveuon ‘Yrontwv
Mortipwv o€ ZuvaAAaKtika AeSopéva

H epyacia Oa eotldosl otnv  aQvamapdotocn  XPNHOTOOLKOVOULKWY
cuvaAAoywv w¢G ypaddou Kal otnv avamtuén TEXVIKWY ovaluong yla Tov
EVIOTILOMO UTomtwy 1 Suvnuikd SOAwwv cupmepidbopwyv. OL kOpBoL Tou
Ypadou UmopolV Vo avomapLlotouV Aoyaplacpous, XprioTteg, oUVOAAOYEC,
OUOKEUEG, eumopouc, IP SleuBuvoelc i Ao OXETIKA OTOLXElD, EVW OL OKUEG
B0 amoTUMWVOUV OXECELG Kol poéG ouvolhaywv. H epyacia Ba Stepsuvnoel
TEXVIKEC OTWC pattern matching, centrality analysis, community detection,
path analysis kot anomaly scoring yla tnv avixveuon HoTiBwv 0w KUKALKEG
ouvaAlayeg, Taxeio petadopd kebpoaAaiwv, UTTOMTEC CUOTASEG AOYOPLACHUWY,
structuring/smurfing kat mBavég coordinated fraud cupmepidopéc. TeAko
anotéAecpa: Avantuén cuotnpatog/umnpeoiog os popdn prototype graph-
based fraud detection engine, pe graph schema, uAomolnpévoug
oAyopiBuoug, Cypher queries 1 avtiotooug graph  queries,
Python/NetworkX scripts, afloAdynon oe synthetic } StaBéoipo dataset kat
TEXVLKN Tekpnpiwon. Oepatikn Meploxr): Graph Analytics, Fraud Detection,
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Financial Cybersecurity, Anomaly Detection Epguvntig-Elonyntig: lwavvng
XouxouAng

23.

Zuoyxétion NAnpodopLwv KuBepvoanetdwy kat
fpadwv Zuvailaywv yia EunAoutiopévn
Avixveuon KwivdOvwv

H epyaoia Ba ocuvdudoel tn povtelonoinon yvwaong kKuBepvoaodalelog pe
v avaluon ypadwv ouvalaywv, HE OTOXO TNV TaApOywyr TIO
EUMAOUTIOMEVWVY KOl context-aware supnudatwv aodpaielag. H gpyacia Ba
gfetdoel we mAnpodopieg and CTI nny£g, onwg indicators of compromise,
threat actors, attack techniques, malicious domains/IPs 1 vulnerability
references, Umopouv va GUGXETLOTOUV LIE OVTOTNTEG EVOC transaction graph,
OMW¢ AoyapLOoUOUC, CUOKEUEG, IP SleuBuvoelg, xproteg i unomnta clusters
ouvaAlaywv. Me auTOV Tov TPOTO, £va UTTOTTO XPNLOTOOLKOVOULKO UOTiBo
6ev Ba afloloyeital povo pe Baon t cupnepidpopd tou ypadou, aAAA Kal e
Bacn ToO oOXetukod threat context. TeAlkd amotéAeopa: Avamrtuén
ocuotnuatoc/unnpeciag os popdn prototype CTl-enriched graph analytics
service, Ue UNxaviopo mapping petaf CTl ovtottwy Kal transaction graph
entities, correlation logic, evéewktikd risk/context scoring, structured output
yla analysts 1 LLM-based components, kot GUVOSEUTIKA TEXVLKN UEAETN TIOU
g€nyel to anotéleopo. Ogpatiki Neploxn: Cyber Threat Intelligence, Graph
Analytics, Knowledge Graphs, Financial Threat Detection Epguvntrg-
ElonynTtAg: lwavvng XouxouAng

24,

Npwtdtuno Alacuvdeong Wnolaking
Tautotntog e AMOKEVIPWHEVEG TEXVOAOYIEG
Tavutonoinong

H epyaocio Oa eotidoel otn HeAETN Kal avamTuén evog amhou proof-of-concept
gpyolelov/mhatoiou mou Slepeuvd mwe pmopouv va cuvdebolv pnxaviopot
dndloknc tautotntag mou suvbuypoppilovtol pe to elDAS/elDAS 2.0 pe
texvoloyieg Self-Sovereign Identity (SSI). O otoxog eival va oxedlaotel pa




ITANEIIIXTHMIO IIEIPAIQX
TMHMA YHOIAKQN XYXTHMATQN

TTPOTPAMMA METAIITYXIAKQN ZIIOYAQN
KYBEPNOAXOAAEIA KAI TEXNOAOI'IEX TEXNHTHX NOHMOXYNHX

Baoikn yédupa SLAAELTOUPYLKOTNTOG, OTIOU £VOC XPNOTNG I Opyaviopog Ba
uropel va AapBavel, va amoBnkevel kol va mapouctalel emaAnBevouo
Slamiotevthpla  péow  SSI pnxavwopwv, dotnpwvtag  TapaAAnia
OUHBOTOTNTO UE EUPWTIAIKEG QTIALTHOEL EUMLOTOOUVNC, TOUTOTOLNONG Kol
Pnolakwv moptodpoAiwy. H epyacio pnopei va Baoclotel oe amAd cevaplo
xpnong vyw  healthcare mepiBdaliovta, oOnwg emnaAnBeuon  poAou
enayyeApatia vysiag, aoparéc onboarding xpriotn f mpooBacn og Pndlakn
uTmtnpeoia vyeiag. TEAKO amoteAeopa: Avamtuén amAoU prototype f Texvikou
framework mou 8eixvel tn olvdeon elDAS/European Digital Identity Wallet
Aoywnic pe SSI/Verifiable Credentials, ouvodevdpsvo omd Baoikn
OPXLTEKTOVLKI), POEC XPNONG KOL TEXVIKN TeKunpiwon. Ogpatiky Meploxn:
Digital Identity, elDAS, Self-Sovereign Identity, Verifiable Credentials,
Healthcare Cybersecurity. Epguvntic-ELonyntig: lwavvng XouxouAng

25.

Eknodsutiko Npwrtotuno EvaitsOntomnoinong
otnv KuBepvoaoddsia yia NMpocwriko Yyeiag
(CyberGame-related)

H epyaocia Oa adopd Tov oxedlaopo KoL Tnv avamtuén evog uikpou web-based
ekmalSeuTIkoU prototype yia Bactkn svolcbntomnoinon mpoowrikol uyeiag
oe Bfépata kuPBepvoaocddhelag. To TMePLEXOUEVO Wmopel va TephapBavel
cuvTopa padnuata, epwtioel afloAdynonc Kal amAd oevapla, OmMwG
phishing emails, aodaAng xpron KWSKWV Kal BACLKEG TIPOAKTLKEC TTPOOTAGLOC
Sebopévwy. TeAko anotédeopa: Avamtuén amAng ekmaldeuTIKAG ebopUOYAS
A mock-up Pe eVOELKTIKO TIEPLEXOUEVO, quizzes Kol Boolkn TapakolouOnon
npoodou xpnotn. Ospatikl Meproxn: Cybersecurity Awareness, Healthcare
Training, Human-Centric Security, Phishing Awareness. Epguvnti¢-Elonyntig:
lwavvng XouxouAng

26.

Epyalcio Baowig A§loAdynong
KuBepvoaoddAerag yia Opyoviopolg Yysiog

H epyaoia Ba gotidoel otn dnpoupyia evog anmdou gpyaleiou agloAdynong
™G KuBepvoaoddalelag yla pHKpoUG 1 Hecaloug opyaviopoug uyeiag. To
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epyoheio Ba Paociletal os éva CUVIOUO EPWTNUATOAOYLO Kol Ba KaAUTTEL
BaolkéG TEPLOXEG, OMWG MPOCPacn XPNOTWV, EVNUEPWOEL( GUOTNUATWY,
avtiypada aodoalelag, ekmaibeuon TPOCWIIKOU  Kal  Slaxeiplon
TMEPLOTATIKWY. TeAMKO amotédeopa: Avamtuén amAol scoring tool mou
mapayel Paoiky Pabuoloyia wpluoTNTAG, OUVTOHO gap analysis Kol
eVOEIKTIKEG TIpOTAOELG BeATiwong. Ospatiki MNeploxn: Cyber Risk Assessment,
Security Maturity, Healthcare Cybersecurity, Compliance Readiness.
Epeguvntig-Elonyntig: lwavvng XouxouAng

27

Avarntuén Npwtotunou EAéyxou
Tuppopdpwonc ywa Al-Based Cybersecurity Use
Cases

H epyacia adopd TNV avamntuén evog mpwTtoTtumou epyaAsiou yla Tov EAeyxo
Baolkwv amnattrioewv cuppopdwong os Al-based cybersecurity use cases. To
epyadeio Ba xaptroypadel amattioslg onwg logging, explainability, human
oversight, data minimization kaut risk classification oe texvikoug eAéyxoug Kot
Ba mapéxel €vdelln ocupupOpdwWOoNG, EVIOTIOUO KEVWV KOL TIPOTELWVOUEVEG
evépyele. TeAkd amotédeopa: Avamtuén uotnuatog / Ymnpeoiag, e
Aewtoupylko prototype kat afloAoynon os evOelKTIKO oevaplo loT n Critical
Infrastructure. @gpatikr) Meploxn: Al Governance, Cybersecurity Compliance,
Cyber Risk Management, GDPR, EU Al Act. Epguvntic-ElonyntA¢: lwdavvng
XouxouAng

28.

Avarnrtuén Npwtotunou yia Hu-Autopato
Threat Modeling oz loT NepiBdAiovra

H epyacia oadopd tnv avamtuén evog TPWTOTUTOU epyaAsiouv TmoU
umootnpilel to threat modeling kot tnv apxwkn afloAoynon kivduvou oe loT
nieptBarlovra. To epyaleio Ba Aappdvel w¢ eloodo assets, CUOKEUELC,
ouvbéoelg, eumaBeleg kal controls, kat Ba mopdyetl mbavég ames\ég, attack
paths kat Baoik BaBuoloynon kwdlvou. TeEAkO amotéAecpo: Avarmrtuén
Juotipatog / Ymnpeoiag, Baolopévn oe graph-based avamapdotaon Kot
aflohoynon oe synthetic loT use case. O@gpatikn Meploxn: Threat Modeling,
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loT Security, Cyber Risk Scoring, Knowledge Graphs, Critical Infrastructure
Protection. EpeuvnTtAG-Elonyntig: lwavvng XouxouAng

29.

Avamntuén Mnxaviopou E§nynoluwyv Alerts yua
Al-Based Threat Detection

H epyacia adopd tnv avamtuén evog XAl module yia tnv epunveia alerts mou
napayovtal anod Al-based threat detection r} anomaly detection povtéla. To
module Ba xpnowormolel texvikég onmwe SHAP 1 LIME ywa va e€nyel mola
XOPOAKTNPLOTIKA €TNPEACAV TNV amodacn TOU HOVIEAOU KOl va TIOPAYEL
Katavonteg eEnyNosLc yla security analysts. TeAkd amotéAeopa: Avamrtuén
Juotnuotoc / Ymnpesolag, pe ASLTOUPYIKO prototype Kol TELPOUATIKA
afloAoynon oe cybersecurity dataset fj synthetic scenario. @gpatiki Neployn:
Explainable Al, Threat Detection, Incident Response, Human-in-the-Loop
Cybersecurity, Cyber Risk Management. Epeuvntig¢-Elonyntig: lwavvng
XouxoUAng

30.

Cyber Hygiene Assessment Framework ywa
0pPYQVIOHOUG UYEiag

Oepatikr NMeploxn: Cyber Hygiene / Security Awareness / Healthcare
Security

Nepwypadn: H epyacia adopd tn oxediaon kat aloAdynon evog framework
uétpnong cyber hygiene yla opyaviopoUg vyeiag, pe éudaon oe
KOONUEPLVEC TIPAKTLKEG XPNOTWVY KOl SLOXELPLOTWY CUCTNHATWY. To
framework Ba Baciletal oe 61eOvn mpotuma (NIST CSF, CIS Controls, ENISA
good practices) kot Ba mpooapuoletal otig Wlattepotnteg Tou healthcare
environment.

MeBoboloyia:

e BipAoypadikr avackomnnon oe cyber hygiene metrics.
o Kataypadn kpiolpuwyv poKTkwv cyber hygiene.
e Anuloupyla epwtnuatoloyiou ) scoring model.
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e [lAoTikA edappoyn O EPYACTNPLOKO 1) TIPAYUOTIKO TtEPLBAANOV.
® JTOTLOTIKN aVAAUCH AMOTEAECUATWY Kal e€aywyn SEKTWV
WPLUOTNTAG.

AvVOpEVOLEVO ATTOTEAECHAL:

® Cyber hygiene assessment model.

Evowpdtwon o ISMS.

Mivakag maturity scoring.

Dashboard r} proof-of-concept reporting tool.
Mpotaoelg BeAtiwong yia healthcare opyaviopoug.

Epeuvntig-Elonyntig: Antootolog KoutoouA€Aog

AvaAuon tn¢ AnoteAecpatikotntog Security Oepatikr) Meploxn: Human Factor Security / Awareness / Social Engineering
Awareness Campaigns péow NMpocopolwcewv

. Nepwypadn: H epyacia eetalel Katd mOCO oL EKTIOALOEUTIKEG SPAOELG
Ko Mawyviwv

awareness HECW TIPOCOUOLWOEWVY KOL TIaLYyViwV auédvouv to eninedo
svaloBnromnoinong. O dottntrg Oa XPNOLLOTOLGEL TIPOCOUOLWOELG KOl
maiyvia kot 8o afLoAoynoeL TN cupePLPOPA XPNOTWV TPLV KAl LETA aTtd
awareness interventions.

31. MeBoboAoyia:

Melétn phishing tactics kat human-centered attacks.

Yxeblaopog simulated phishing campaigns.

YuAAoyn metrics (click rate, credential submission, reporting rate).
Yxeblaon awareness material.

EmavaAnmrikr) H€Tpnon Katl comparative analysis.

Avapevopevo Antotédeopa:
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Metpnolpo framework afloAdynong awareness effectiveness.
Comparative study mpwv/petd tnv eknaidsuon.
Recommendations yLa awareness optimization.

Dataset Kal OTATLOTIK OVAAUCH QMOTEAECUATWVY.

Epeguvntig-Elonyntig: Anootohog KoutoouA€AoG

32.

A§lodAoynon tng AodpaAelag ko ZUpHopdwong
Al-based Applications og Etaipwa
NepBaiovta

Ocepatikn Meproxn: Al Security / Al Governance / Al Act / Compliance

Nepypadn: H epyacia e¢etalet kivdUvoucg aodpaleiog Kol CUPHOPDWONG
amo tn xpron generative Al edappoywv og opyaviopouc. Eotialel o data
leakage, prompt injection, shadow Al usage kal governance controls.

Me0BodoAoyia:

Kataypaodn Al-related threat landscape.

MeAétn OWASP Top 10 for LLM Applications.
Anuoupyia risk assessment framework.

Texvikég SoKIpEG prompt injection ] data exposure.
Mapping pe ISO 27001, NIS2 ko Al Act requirements.

Avapevopevo Antotédeopa:

® Al security assessment methodology.

e Checklist acdarol¢ uloBétnong Al epyalsiwv.

® Proof-of-concept testing scenarios.

e [Ipotdoslg governance Kat technical controls.
EpeuvntiAc-Etonyntig: Artootoloc KoutoouA£Aog
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A&loAdynon tng Qpuotntog ISMS os Meoaioug
Opyaviopoug Baoet ISO 27001 ko NIS2

Osgpatikn Meproxn: ISMS / Governance / Compliance Engineering

Nepypadn: H epyacia eetalel Tnv mpaktikn edpappoyn ISMS frameworks
O€ OPYOVLOUOUG PECAiOU PEYEDOUC Kal aAVAAUEL TA TEXVIKA KOL OPYAVWTIKA
KeEva o€ axéon pe ISO 27001 kat NIS2.

MeBodoAoyia:
e MeAétn ISO 27001 controls kat NIS2 requirements.
e Anuloupyia maturity assessment matrix.
® Gap analysis og emAeyp£Vo 0pyaVIOUO 1) case study.
33. e Kataypadn technical kot procedural deficiencies.
® Prioritization remediation plan.
Avapevopevo AnotéAeoua:
® ISMS maturity model.
® Gap analysis report.
® Risk prioritization framework.
® Roadmap cuppdpdwong Kat PeAtiwong.
EpeuvntiAc-Etonyntig: Artootoloc KoutoouA£Aog
MeBoboloyia Zuvtagng Wnolakng Ocepatikn Meproxn: Digital Forensics / Incident Investigation / Cybercrime
MNpaypatoyvwpoouvng yia AtkaoTtiky Xpron Investigation
34. Nepwypadn): H epyocia adopa tn perétn kot edpappoyn pebodoloylwv

ocuvtaéng Pndlakwv npaypotoyvwpoouvwy (digital forensic reports) pe
oTOX0 TN XPron Toug o SIKAOTIKEG ) telBap)kég Stadikaolieg. 18laitepn
£udaon Sivetal oTn owotr Tekunpiwon supnuatwy, otn dtatripnon chain of




ITANEIIIXTHMIO IIEIPAIQX
TMHMA YHOIAKQN XYXTHMATQN

TTPOTPAMMA METAIITYXIAKQN ZIIOYAQN
KYBEPNOAXOAAEIA KAI TEXNOAOI'IEX TEXNHTHX NOHMOXYNHX

custody Kal 0Tn YLETOTPOTH TEXVIKWY SES0UEVWV OE KATAVONTO Kol
QMOSEIKTIKA A€LOTIOL GO UALKO.

Me0BodoAoyia:

o MeAétn SieBvwy forensic standards kat guidelines (NIST, ACPO,
ENFSI).

e Avdaluon dopng npayuatikwy forensic reports.

e Anuloupyia controlled forensic scenario (m.y. phishing incident,
insider activity, malware infection).

e JuAloyn kat avaAuon Pndlakwy melotnpiwv.

e Tekunplwon chain of custody.

® Juvtaén mAnpoug forensic report pe TEXVIKA MTAPOPTAATA KoL
executive summary.

Avapevopevo Antotédeopa:

e [MANpng Ynodlakn mpoaypaToyvwHoouvn BacLloPEVn O TIPAYUOTLKO N
£PYOLOTNPLAKO TIEPLOTATIKO.

e [Ipoturno (template) forensic reporting.

o 06Nyo¢ BEATIOTWY MPAKTIKWV yLa mopouciacn Yndlakwv
oanodeifewv.

o Tekunpwwpévn Stadikacio preservation kat admissibility evidence.

EpeuvntiAc-Etonyntig: Artootoloc KoutoouA£Aog

35.

AvdAuon ko Tekpnpiwon Wndrakwv
Nelwotnpiwv anoé Desktop

Ocepatikn Meproxn: Digital Forensics / Cloud Forensics / Endpoint
Investigation




ITANEIIIXTHMIO IIEIPAIQX
TMHMA YHOIAKQN XYXTHMATQN

TTPOTPAMMA METAIITYXIAKQN ZIIOYAQN
KYBEPNOAXOAAEIA KAI TEXNOAOI'IEX TEXNHTHX NOHMOXYNHX

(Windows/Linux/MacOS) kat Cloud
NepiBaiiovta

Nepwypadn: H epyacia e€etalel Tn Stadikaocia cuAloyng, avaAuong Kot
Tekunpiwong Ynodlakwv melotnpiwv anod cuyxpova endpoint kat cloud
nepLBaAAovta. IToxoc elvat n avantuén peBodoloyiag mapaywyng TEXVIKWY
avadopwv ou pnmopouv va aflomotnBouv ot incident response,
£0WTEPLKOUC EAEYXOUG I SIKAOTIKEC/TTEBaPXIKEG SLOOIKAOLEG.

Me0BodoAoyia:

® MeAétn artifact analysis og desktop systems kot cloud services.
YuM\oyn forensic artifacts (logs, browser artifacts, event logs, cloud
activity logs).

Xpnon gpyadeiwv onwc Autopsy, FTK Imager, Velociraptor rj KAPE.
Reconstruction timeline cupBavtwv.

Tekunplwon eupnudtwy kat aflohdynon alomiotiag dedopévwvy.
YUvTagn TEXVIKAC KaL [N TEXVIKNG avadopag.

Avapevopevo Antotédeopa:
e Forensic investigation report TANPWC TEKUNPLWHEVO.
e Timeline analysis cupBadvtoc acpaleiag.
o Kataypadn Siadkaociag cuAoync Kal preservation evidence.
® 0d&nyoc reporting yla cloud kat endpoint investigations.

EpeuvntiAc-Etonyntig: Atootoloc KoutoouA£Aog

36.

Adversarial Robustness of LLM-Based
Cybersecurity Agents — Automated Red-
Teaming and Prompt-Injection Mitigation

Objectives
1. Build an automated red-teaming pipeline for LLM agents performing
cyber tasks (log analysis, incident response, code patching).
2. Design and evaluate hybrid defenses (guardrails + adversarial fine-
tuning + output filtering).
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3. Create the first public benchmark dataset of adversarial prompts for
cybersecurity agents
Epsuvntic-Elonyntig: Aploteidng Oapaw

Objectives
1. Conduct a systematic robustness evaluation of state-of-the-art SLMs
in realistic cybersecurity tasks (e.g., cyber threat classification, log
analysis, incident response agents).
2. Develop and benchmark automated detection methods for
adversarial prompts (prompt injection/jailbreaks) optimized for SLM
Adversarial Robustness Evaluation, Detection, inference constraints.
37. and Mitigation for Small Language Model 3. Design and evaluate practical mitigation strategies (hybrid guardrails
+ selective adversarial fine-tuning) that preserve utility while reducing
attack success rate (ASR).
4. Release an open-source evaluation harness + cyber-specific
adversarial benchmark dataset.
EpeuvntAc-Elonyntig: Aploteidng Qapaw

Objectives

1. Design and deploy a fully functional, modular open-source SOC stack
using state-of-the-art 2026 tools.

2. Integrate SLM-based Al modules for automated threat classification,
incident summarization, and play-book generation.

3. Conduct systematic adversarial robustness evaluation (prompt
injection/jailoreak attacks on SLM components + evasion on
traditional ML detectors).

Development of an Al-Enhanced Open-Source
38. SOC Framework with Adversarial Robustness
and Economic Evaluation
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4. Develop detection and mitigation strategies tailored to SOC
constraints (low latency, edge compatibility).
5. Perform a cybersecurity economics analysis (total cost of ownership,
ROI, attack surface reduction) compared to commercial alternatives.
Epsuvntic-Elonyntig: Aploteidng Oapaw

Objectives

1. Perform the evaluation of the adversarial Al (FGSM, BIM, PGD and
CW) to generate adversarial examples for medical image analysis to
avoid simultaneously multiple diagnostic Al models (diagnosis multi-
evasion).

2. Evaluation metrics will be the attack success rate (ASR) as well as the

. o . computational efficiency of the proposed attacks in terms of i) latency

39. Advers'arlal Al for Poisoning Medical Data (i.e., time taken by the method to generate the attack sample) and ii)

Analysis Sparsity (the changes made to the features by the method to generate
the adversarial image).

3. White box, black box and grey box scenarios will be considered as well
as dataset and model poisoning scenarios will be examined and
numerical results will be reported.

EpeuvntAg-Elonyntig: Aploteidng Qopaw

Objectives
1. Generate adversarial examples capable of bypassing several defensive
methods of Al-powered virus detection methods

Adversarial Al for Bypassing Medical loT

40. .
Malware Detection
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2. Investigate and uniquely combine different techniques, such as
gradient-based techniques (Projected Gradient Descent, DeepFool,
Fast Gradient Sign) for adversarial Al tests.

3. Transferability of diagnosis evasion will be evaluated for malware
evasion.

4. Poisoning attacks (mainly backdoor) and evasion will be considered
for testing purposes. Malware evasion rates and detection rates will
be reported for various malware families with different purposes
(data exfiltration, ransomware)

Epeguvntic-Elonyntig: Aploteidng Qapaw

Objectives
1. Generate adversarial traffic to evade an IDS.
2. Using a GAN model with variational autoencoder for learning a
smooth and structured representation of the network traffic flow.
This will expedite the generation of effective adversarial samples.

3. Poisoning the dataset will be considered but more importantly
Adversarial Al for Evading Medical loT backdoor attacks will be investigated by identifying fields within loT
Intrusion Detection protocol packets that can be backdoored and strongly influence the

IDS classifier predictions.

4. Adversarial attack success will be reported as well as performance

degradation in case of backdoored packet presence.

5. Moreover, will also ensure that the generated traffic is still realistic

and does violate any medical loT protocol rule.
Epeuvntig-Elonyntig: Aploteidng Qapaw

41.
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Objectives

1. Develop robust Al diagnosis for medical images.

2. Research and development will focus on a novel combination of
image-level pre-processing, robust learning, and detection through
explainability to identify adversarialsamples without compromising
the performance of medical image analysis.

3. Various explainability methods will be utilized including methods like
RuleFit, LIME, and SHAP, for interpretable results that will allow the
development of robust diagnostic Al models.

4. Accuracy results of the robust Al model will be reported under
adversarial and non-adversarial scenarios to explore whether
robustness comes with a tradeoff in the clean performance of the Al
diagnostic model.

EpeuvntAc-Elonyntig: Aploteidng Qapaw

Robust Al for Trustworthy Medical Data

42. Analysis

Objectives:

1. Focus on a robust learning method to detect medical loT malware by
integrating training with adversarial samples and testing with
perturbation control.

2. Evaluate and derive new robustness evaluation parameters and for

Robust Al for Trustworthy Medical loT this reason will adapt, enhance and utilize the AdvCat framework (also
other frameworks will be considered such as URET ) to evaluate the
adversarial robustness of medical loT malware classifiers.

3. The classifier will be evaluated using adversarial and non-adversarial
samples.

4. Various malware families will be considered for fair assessment

Epeuvntig-Elonyntig: Aploteidng Qapaw

43. Malware Detection
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Objectives
1. Develop an attack-agnostic robust IDS using adversarial training and
perturbation control enhanced with explainable Al framework.
2. Explainability for the IDS engine will include also visualization as blue
) teams and defenders prefer to visually inspect the network traffic and
44, Robus.t Al for Trt:|stworthy Medical loT comprehend the alerts.
Intrusion Detection 3. The explainable Al will fortify the confidence of the results as it will
quickly allow the interpretation of the decision making.
4. Will evaluate the robustness of the Al model for the IDS under
adversarial and non-adversarial network traffic.
Epeuvntig-Elonyntig: Aploteidng Qapaw
Objectives
1. Design and implement a modular Al-powered risk assessment
framework aligned with NIST CSF 2.0 + Al RMF.
2. Develop automated pipelines for dynamic risk scoring using multi-
modal inputs (assets, vulnerabilities, threat intel, logs).
Al-Integrated Dynamic Cybersecurity Risk 3. Integrate explainable Al techniques (SHAP, LIME, attention
45, Assessment Framework with Explainability and visualization) for transparent risk decisions.
Economic Quantification 4. Incorporate cybersecurity economics modeling to translate technical
risks into monetary impact and mitigation ROI.
5. Evaluate the framework in realistic lab scenarios and release it as fully
open-source with a benchmark dataset.
EpeuvntAg-Etonyntig: Aploteidng Qopaw
Open-Source Al Cybersecurity Risk Assessment
46. Framework for Al Systems — Practical Objectives

Implementation of the NIST Cyber Al Profile
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(NISTIR 8596) with Adversarial Robustness 1. Design and implement a modular open-source risk assessment
Testing and Economic Quantification platform fully aligned with the NIST Cyber Al Profile (Secure Al
components, Al-enabled defense, and governance functions).

2. Develop automated pipelines for ingesting Al system
descriptions/models and producing risk profiles (including AIVSS
scoring).

3. Integrate adversarial evaluation (prompt injection, data poisoning,
model extraction attacks) tailored to Al systems used in cybersecurity
contexts.

4. Add quantitative economic modeling to translate technical risks into
monetary impact and prioritized mitigation ROI.

5. Release the complete framework, evaluation harness, and a new
benchmark dataset as open-source artifacts

EpeuvntAc-Elonyntig: Aploteidng Qapaw

Ocspatikn Meploxn: Explainable Al, Adversarial Al, Al Security
MeOoboAoyia:

H epyoocia Ba pehetnosl mwg adversarial perturbations emnpedlouv Tt
otaBepdtnta kot aflomiotia explainability unxoviopwv oe Al-based
cybersecurity systems. @a avamntuxBouv baseline classification models yia
cybersecurity datasets kot Ba evowpatwBdolv explainability texvikég omwg
SHAP, LIME kot Integrated Gradients. Ytn ouvéxela Ba sdappootolv
adversarial attacks kot 6a alohoynBei n petafoln explanations péow metrics
onwc explanation drift, fidelity, stability kat consistency.

Explainability Consistency Evaluation under
47. Adversarial Perturbations in Cybersecurity Al
Systems

Avapevopevo ANotéAeopua:
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1. Experimental framework aloAdynonc XAl robustness.
2. Comparative analysis explainability degradation.
3. Visualization toolkit yia explanation instability.

4. Benchmark results yia adversarially perturbed explanations.

Epeguvntig-Elonyntig: ZtuAlavog Mmatlakog

48.

Al-Generated Synthetic Network Traffic for
Cybersecurity Dataset Augmentation

Ospatikn Neploxn: Synthetic Data Generation, Cybersecurity Al, Network
Security

Me0Bodoloyia:

H epyaoia Ba avamtigel pipeline Snuiloupylag synthetic network traffic péow
generative Al Texvikwv yla gvioyxuon cybersecurity datasets. @a peletnBolv
GANs, diffusion models kat sequence generation architectures yla mapaywyn
realistic traffic flows kat attack scenarios. Oa afloloynBei n mowdTnTA TWV
synthetic &edopévwv péow statistical similarity, protocol validity kot
downstream IDS performance.

AVaEVOLEVO ATTIOTEAEOUAL:

1. Synthetic traffic generation framework.

2. Comparative evaluation dtadopetikwv generative approaches.
3. Dataset augmentation pipeline ywa IDS training.

4. Experimental evaluation realism kau utility.

EpeuvntiAg-Elonyntig: Ztullavog Mmatlakog
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49.

Benchmarking Prompt Injection Attacks against
Small Language Models in Cybersecurity Tasks

Ospatikn MNeproxn: LLM Security, Adversarial Al, Cybersecurity Agents
MeOoboAoyia:

H epyaocia Ba peletriosl prompt injection kal jailbreak emiBéoelg o Small
Language Models mou yxpnolpomolovvtal oe cybersecurity tasks. Oa
SnuoupynBetl benchmark pe adversarial prompts yiwa log analysis, alert
summarization kat threat classification. Qo aflohoynBolv SladopeTIkEG
defense strategies onwg output filtering, prompt hardening kat contextual
isolation.

AVOMEVOLEVO ANOTEAECHQL:

1. Open benchmark adversarial prompts.

2. Evaluation harness yla SLM robustness testing.
3. Comparative analysis attack success rates.

4. Recommendations ylo acdaln xprion SLMs.

EpeuvntAg-Elonyntig: Stuliavog Mmatlakog

50.

Graph-Based Threat Correlation for Multi-Stage
Cyber Attack Analysis

Ocspatikn Meproxr): Graph Analytics, Cyber Threat Intelligence, Attack
Correlation

MeOoboloyia:

H epyoocia Ba eotidosl otnv avanapdactach cyber attacks wg attack graphs
KoL oTn ouoyx£tion multi-stage attack events. Oa aflomoinBolv graph-based
techniques, MITRE ATT&CK mappings kat anomaly propagation algorithms yia
correlation Siodopetikwy security alerts kat indicators. @a avarmntuxBet
prototype visualization kaut risk scoring pipeline.
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Avapevolevo AOTEAEOUAL:

1. Prototype graph-based threat correlation engine.
2. Multi-stage attack visualization framework.

3. Experimental attack path analysis.

4. Risk prioritization scoring system.

Epeguvntic-Elonyntig: ZtuAlavog Mmatlakog

51.

Explainable Risk Scoring for
Cybersecurity Monitoring Systems

Al-Based

Ospatkn Neploxn: Explainable Al, Risk Scoring, SOC Analytics
Me0Bodoloyia:

H epyacia Ba avamtuéel explainable Al risk scoring framework yla
cybersecurity monitoring systems kat SOC environments. ©@a cuAAéyovtal
alerts, anomalies kal telemetry §gdopéva kat Ba dnuoupyeitat Suvapiko risk
scoring ue explainability support péow SHAP/LIME kot attention visualization
techniques. Oa afloloynOsi interpretability, alert prioritization quality kat
analyst usability.

AvVaEVOLEVO ATTOTEAEO AL

1. Explainable cybersecurity risk scoring framework.
2. Prototype SOC-oriented dashboard.

3. Comparative evaluation explainability techniques.
4. Analyst-centric alert prioritization evaluation.

EpeuvntAg-Elonyntig: Stuliavog Mmatldkog
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52.

Detection of Coordinated Cyber Attacks using
Temporal Graph Neural Networks

Ocpatikp Neplox: Graph Neural Networks, Cyber Threat Detection,
Temporal Analytics

Me0Bodoloyia:

H epyaocia Ba egfetaosl tn xprion Temporal Graph Neural Networks yla
avixveuon coordinated cyber attacks. Network entities kot security events Ba
avamnapiotavtal w¢ evolving graph structures. ©a aflohoynBouv temporal
embeddings, anomaly propagation kal attack pattern recognition techniques
o€ multi-stage attack scenarios.

AVOMEVOLEVO ANOTEAECHQL:

1. Temporal cyber attack graph framework.

2. Comparative evaluation GNN architectures.

3. Coordinated attack detection pipeline.

4. Experimental results o€ evolving attack scenarios.

EpeuvntAg-Elonyntig: Stuliavog Mmatlakog

53.

Taxonomy on Educational Material Regarding
Cybersecurity

Ocspatikn Meploxn

Cybersecurity Education, Knowledge Representation, Ontologies, Learning
Analytics

MeBoboloyia

Apxikd Ooa mpayuatomownBel  ektevAg BLRAloypadikr) ovaokomnon os
npooeyyioelg toflvopunong ekmMoSEUTIKOU TIEPLEXOUEVOU OTOV TOUEX TNC
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KuBepvoaodaielag, kabwg Kal os cuvadn nedla onwce learning taxonomies
(Bloom-based models), ontologies yia knowledge representation kot semantic
educational data modeling.

Yt ouvéxela Ba cuMeXBel kal Ba avaluBel etepoyevég ekmAlSEUTIKO UALKO
KuBepvoaodalelag, To omoio prmopel v TEPAOUPBAVEL TIAVETLOTNULOKEG
ONUELWOELG, ekMaLdeuTIKA epyaothnpla (labs), UAIkO motomoloswv (TX.
ISO/NIST-aligned training), kaBwg kat avolktd online courses.

Me Baon tnv avdAuon autr Ba oxedlaotel pia moAvemninedn taxonomic Soun,
n omnola Ba mep\appavet:

® Ospatikéc meploxeg kuPepvoacdadsiag (mx. network security,
application security, Al security)

e ermineda yvwonc (introductory, intermediate, advanced)

e Ttumoug deflotntwy (theoretical, analytical, hands-on)

® mapping o€ learning outcomes

MapdAAnAa, Ba SiepeuvnBei n xprion NLP texvikwv kat embedding-based
clustering ylo tnv autopatn avtlotoiyion ekmatdeuTikol UAKOU o hodes TNG
taxonomy.

TéMNog, Ba mpaypatomnotnOsi afloAdynon tg mpotelvopevng tafvouiog péow
expert validation (instructors / cybersecurity practitioners) kat péow metrics
KAAUYNG, CUVETELOC KAl EMEKTACLUOTNTAG.
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Avapevopevo AnotéAeopa

H Suthwpoatiky B6a obnynosl otnv avamtuén evog OAOKANPWHEVOU
Cybersecurity Education Taxonomy Framework, to omoio Ba pmopsl va
xpnotpomolnBel wg Pacn ywa tnv opydvwon KoL avAAuon €KMOLSEUTIKOU
TLEPLEXOMEVOU.

MNapdAAnAa Ba uhomolnBst:

e Interactive web-based taxonomy explorer, 6mou o xpriotng Ba pmopset
va mAonyeital oe concepts Kol EKMALSEUTIKO UALKO

® Annotated dataset ekmatdgutikol UALKOU mapped otnv MPoTeLVOLEVN
taxonomy

® Semantic search pnxaviopog yia retrieval eKmadeuTIKWY MOPWV

To teAiko clotnua Ba pmopel va umootnpiéel use cases OMwe curriculum
design, adaptive learning kat skill-gap analysis.

Epeuvntpla-Elonyntpla: Katepiva Wuyoyulou

54.

Al Model for Visualisation & Gamification of
Scenarios

Ocepatikn Mepoxn

Generative Al, Educational Technology, Simulation Systems, Cybersecurity
Training

MeBoboloyia
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Apxika Ba mpayupatonolnBel avackomnon tng BiBAloypadiag oe Topeig
generative Al for multimodal content creation, ekmaldeutiki mpooopoiwaon
kat gamification texvikwv yla cybersecurity training environments.

Jtn ouvéxela Ba oxedlaotel kalt Ba uvlomownBel éva Al-based multimodal
generation system, To omoio Ba petatpénel structured scenario scripts (T.x.
incident descriptions, attack flows, training narratives) oe omtikomolnpuévo
EKTIOULOEUTIKO TIEPLEXOUEVO.

To cuotnua Ba mepAapPavet:

® NLP pipeline yiwa parsing script-based scenarios

® scenario-to-event decomposition engine (timeline extraction)

e generative module yia eikoveg (diffusion models i APIs) kat animation
sequences

e GIF/video synthesis layer yia Snuiouvpyia Suvapikwv visual scenarios

ErumAéov Ba SiepeuvnBel n evowpdtwon gamification logic, émou kaBe
scenario pnopei va petatparei oe interactive learning experience pe:

e decision points
® branching outcomes
e scoring / feedback mechanisms

MNa tnv afloAoynon Ba xpnotuomnotnBouv metrics Omwg:
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e semantic fidelity (avtiotoixion script - visual output)
® user engagement o€ ekOLlSEUTIKA tests
e correctness of scenario representation

EpsuvAtpla-Elonyntpla: Katepiva Wuyoyulol

55.

Design & Development of a vulnerability
assessment tool for Al systems.

ENG: This thesis will focus on the design and development of a web-based
application for the assessment of vulnerabilities of Al systems. Specifically, the
application should be able to process AIBOM (Al Bill Of Material) files
(generated via the OWASP AIBOM  Open-source  generator
https://genai.owasp.org/resource/owasp-aibom-generator/) and search in
public vulnerability repositories (e.g., NVD https://nvd.nist.gov/) for
vulnerabilities in the packages that constitute the AIBOM. The application
should have a user-friendly interface for uploading the AIBOM and presenting
the different files (contents of the AIBOM in a list), as well as present the
results of the discovered vulnerabilities including their severity and CVSS
score.

Areas: Al Security, Al Bill Of Materials, Vulnerabilities of Al systems

Expected Result: Web-based application for uploading and presenting the
contents of an AIBOM and the analysis, detection of vulnerabilities and
presentation of vulnerabilities including through the NVD database.

GR: Auti n Sut\wpatiky epyacia Ba emikevipwOdel otov oxeSloopd Kat TNV
ovamtuén pag StadlktuokAg edoappoync ya tv afloddynon sumabesiwy
cuotnudtwy Al. Juykekpluéva, n epappoyn Oa mpénel va sival os Bon va
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enefepydletal apyeia AIBOM (ta omola Snuloupyouvtal péocw tou OWASP
AIBOM Open-source generator https://genai.owasp.org/resource/owasp-
aibom-generator/) kat va mpaypartonoleil avalntnon os dnuoacia anobetnipla
geuntaBelwv (m.x. NVD https://nvd.nist.gov/) yla eundBeleg ota MOKETA TTOU
amoteAouv to AIBOM. H edappoyn Ba mpémel va Stabétel pAkO Tpog Tov
xpnotn meptBaiiov yia tn petadoptwaon tou AIBOM Kal tnv mopouasiach Twy
SladopeTikwv apxeiwv (Twv Teplexopévwy tou AIBOM oe popdn Alotag),
KaBwg Kal va TtapouoLAleL TO ATOTEAECOTO TWV EVTOTILOMEVWY EUTIABELWY,
ouunephapfavopéou tou Severity kot Tng Badpoloyiag CVSS.

Toueig: Al Security, Al Bill Of Materials, EuaBeleg cuotnudatwv Al

Avauevouevo Anotédsopa: AtadSiktuakn edappoyr yla tn petadoptwon Kot
TIAPOUCLACH TWV MEPLEXOUEVWY eVOC AIBOM, KaBwg Kol yLa tnv avaluaon, Tov
EVIOTILOMO KOL TNV mapouciaon esumabeiwy, cupmepAapuPavopévng tng
aélomoinong tng Baong Sedouévwv NVD.

EpeuvntAg-Elonyntig: Mavaylwtng Mmouvtakag

56.

Calculation of the severity and impact of
jailbreak and prompt injection attacks in LLMs.
(This thesis can be assigned to 2 students)

ENG: In this thesis, jailbreak and prompt-injection attacks should be executed
in an LLM application (e.g., ChatBot operating in an Important NIS 2 sector
without guardrails in place - feel free to choose the application and sector).
The focus of this thesis should be (i) the definition and categorization of
jailbreak and prompt-injection attacks (the dataset can be provided), (ii) the
creation of a web-based application for the execution of the malicious
prompts to a target LLM application through an API, (iii) the calculation of the
severity of the executed attacks (the Artificial Intelligence Vulnerability
Scoring System-AlIVSS framework can be used: https://aivss.owasp.org/). At
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least 10 jailbreak and 10 prompt injection attacks (considering both direct and
indirect) should be executed belonging to different categories.

Areas: LLM Security, AIVSS, Prompt Injection, Jailbreak

Expected result: (i) creation of a basic chatbot application, (ii) delivery of a
script-based application for the generation and execution of the jailbreak and
prompt injection prompts, and (iii) calculation of the severity of each
generated prompt considering the target

GR: Ze auti ™ SUTAWMATIKA gpyacia Bo PEMeL va EKTEAEOTOUV EMLOECELG
jailbreak kat prompt-injection oe pia edpappoyn LLM (m.x. ChatBot mou
Aewtoupyel og évav onuoavtiko topéa tou NIS 2 xwplig tnv Umapén guardrails -
umopeite va emiléfete eAeVBepa TV edappoyn Kal Tov Topéa). H epyacia Ba

TPETEL va ETUKEVTPWOEL:
(i) otov oplopd kal tnv Katnyoplomoinon embécswv jailbreak kat prompt-
injection (to dataset pmopetl va napoaywpnBel),

(i) otn Onuoupyla pLog SLadIKTUOKAG €DAPHUOYAG Yl TNV EKTEAEON
KOKOBOUAWV prompts TPo¢ Ml OTOoXeUMEVN edapuoyn LLM péow API,
(iii) otov urtoAoyLlopd TNG coBAPATNTAG TWV EKTEAECUEVWV ETOECEWV (Umopet
va xpnotporotnBei to framework Artificial Intelligence Vulnerability Scoring
System-AIVSS: https://aivss.owasp.org/).

Oa mpénel va ekteAectolv TouAdylotov 10 esmbéoelg jailbreak kot 10
emBéoelg prompt injection (Aappdvovrtag unddn téco direct and indirect
prompt injections), oL omoieg va avrikouv og SLadOopETIKES KOTNYOPLEG.

Topeic: LLM Security, AIVSS, Prompt Injection, Jailbreak



https://aivss.owasp.org/
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Avauevouevo amotéleopa: (i) Snuloupyia pag Baoikng edpappoyng chatbot,
(ii) mapadoon uiag epapuoyng Bactopévng oe scripts yla T Snuovpyia Kot
eKTEAEON TwV prompts tUmou jailbreak kat prompt injection, ko (iii)
UTIOAOYLOMOG TG cofapdtntag Kabe mapayopsvou prompt, Aappavovrag
uTtoYn ToV OTOXO.

Epeguvntig-Elonyntig: Navaylwtng Mmouvtakog

57.

Analysis of threats and attacks in agentic Al
environments and mitigation measures. (This
thesis can be assigned to 2 students)

ENG: Threat landscape analysis and review of attacks in agentic Al systems
focusing on systems where Al Agents interact with external tools or other Al
agents. The analysis should consider protocols such as Model Context Protocol
(MCP) and Agent-to-Agent (A2A). One attack should be selected and
implemented while also analyzing the actions that can lead to the detection
of the attack and documented as mitigation actions.

Areas: Al agents security, MCP, A2A, mitigation of attacks on Al agents

Expected result: (i) A taxonomy of the threat landscape of Al agents, (ii) the
representation of an attack, and (ii) the documentation of the mitigation
steps.

GR: AvaAuon tou nediou amelAwv Kal EMLOKOTNON €MOECEWV OE CUOTHUOTA
agentic Al, pe éudaon oe cvotiuata omou Al Agents aA\nAemidpouv pe
efwteptkad gpyadeia N pe dAAoug Al agents. H avaAuon Oa mpémet vo AdPet
umoPn mpwtokoAa 6nwe to Model Context Protocol (MCP) kat to Agent-to-
Agent (A2A). Oa mpémel va emheyel kat va vAomotnBel pia emibson, svw
napdAnAa va avaluBoUlv oL evépyeleg TTOU UTtOpoUV va 08nyrnoouv otov
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EVIOTILOMO TNG emiBeong kal va koatoaypodolVv wC eVEPYELEC LETPLOCHOU
(mitigation actions).

Toueig: Al agents security, MCP, A2A, LeTplacpog emuBéoswy o€ Al agents

Avapevopevo amotéAeoua: (i) pla taglvopio tou Tomiou amellwv twv Al
agents, (ii) n avamnapaoctacn plag emiBeong kat (iii) n tekunpiwon twv
Bnudtwyv YeTpLocuoL.

Epeguvntic-Elonyntig: Navaylwtng Mmouvtakog

58.

Analysis of the adversarial threat landscape of
Al systems and definition of mitigation actions
per threat category

ENG: This thesis should focus on the definition of the threat categories
targeting Al systems (using well-known repositories, such as MITRE Atlas,
OWASP Top-10 for LLM, Agentic Al & Al security), analyze their main traits and
define mitigation actions that can lead to their mitigation. Given that several
threat sources exist (MITRE Atlas, OWASP Top-10) the main focus should be
on the identification of the most important traits that can lead to their
detection and the identification of the mitigation actions per category.

Areas: Threat landscape of Al systems and Al Agents

Expected result: creation of a threat taxonomy of Al systems (including Al
agents and Agentic Al), analysis of their most important traits, and definition
of mitigation actions per threat.

GR: Auth n SumAwpatikn epyocia Ba pEmeL va eMIKEVTPWOEL 0TOV 0PLOUO TWV
KOTNYOPLWV amelAwyY TIOU OTOXeUouv ocuothuata Al (XpnOLULOTOLWVTOC
yvwota anoBetrpLa, 6nwg ta MITRE Atlas, OWASP Top-10 for LLM, Agentic Al




ITANEIIIXTHMIO IIEIPAIQX
TMHMA YHOIAKQN XYXTHMATQN

TTPOTPAMMA METAIITYXIAKQN ZIIOYAQN
KYBEPNOAXOAAEIA KAI TEXNOAOI'IEX TEXNHTHX NOHMOXYNHX

& Al Security), otnv avaluon Twv BACIKWY XOPAKTNPLOTIKWY TOUC KOL OTOV
KoBopLOPO EVEPYELWV HETPLACUOU TIOU HMOPOUV va odnyrnoouv otov
TLEPLOPLOUO TOUG.

AeSopévou OtL umtapyouv MOAAEG TinyEG amellwv (MITRE Atlas, OWASP Top-
10), n kUpla Eudoaon Ba mpenel va 500l 0TOV EVIOTIOUO TWV CNUAVIIKOTEPWVY
XOPOAKTNPLOTIKWY TIOU UTTOPOUV va 08nyroouVv otnv avixveuor] toug, kabwg
KOl OTOV TIPOCGOLOPLOUO TWV KATAMNAWY EVEPYELWV UETPLOCHUOU yla KAOe
Katnyopia.

Toueig: medio anelAwv Al systems kat Al Agents

Avauevouevo amotéAeoua: Snuoupyia plag Tagvopiag amellwv  yla
ocvotiuata Al (cupmeploppavopévwy Al agents kat Agentic Al), avaluon twv
ONUOVTIKOTEPWY  XOPOKTNPLOTIKWY TOUC Kol KABOPLOPOG  eVEPYELWY
LETPLOOHOU yLa KAOe amelAn

EpeuvntAg-Elonyntig: Mavaylwtng Mmouvtakag

59.

Security Evaluation and Hardening of RAG-
Based Cybersecurity Assistants against
Knowledge-Base Poisoning and Indirect Prompt
Injection

H epyacio Ba eotidosl otnv afloAdynon tng oodpAAElQ CUOTNUATWV
Retrieval-Augmented Generation mou xpnolgomolouvtal wg cybersecurity
assistants. ©@a peAetnBOolv embéoelg omwg knowledge-base poisoning,
indirect prompt injection, malicious document chunks kot retrieval
manipulation oe vector databases. H peBodoloyia Ba meplapPavel
ovamtuén evog pikpol RAG prototype, dnuioupyla benign kat malicious
document corpus, ektéheon emiBéoswv Kal 0€LOAOYNON HUE UETPLKEG OTIWC
attack success rate, retrieval contamination rate, answer faithfulness kot
leakage rate. Avapuevopevo amotéAeopa: avamntuén prototype RAG security
evaluation framework, pe attack scenarios, evaluation scripts kat
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T(POTELVOEVOUG UNXAVIOHOUG mitigation, omwg source validation, context
isolation kal provenance-aware answer generation.

Epeuvntic-Elonyntig: Balog MmoAyoupag

60.

Confidential and Verifiable Al Inference for
Cybersecurity Applications using Trusted
Execution Environments and Remote
Attestation

H epyaocia Ba peletrosl mw¢ pmopouv va ektehouvral Al-based cybersecurity
services o€ TEPIBANAOVTA EUTILOTEUTLKAG EKTEAEONC, LE OTOXO TNV MpooTacia
Twv Oebopévwyv €L0060U, TOU HOVIEAOU KOL TWV TOPOYOUEVWY
amoteAsopATwY. Oa e€eTaoTtouv TeXVIKEG Trusted Execution Environments kait
remote attestation yw tnv mopaywyn evidence otL £€va Al povtélo
ekTeEAéOTNKE Ot aflomoto mepPBArAov Kol Xxwpi¢ pn eéouctodotnuévn
tponomnoinon. H pebodoloyia Ba mephappavet BLBAloypadikr avaockonnon,
oxebloon opxLTEKTOVIKNG, avamtuén prototype 1 simulated testbed kot
aflohoynon wg mpog confidentiality, integrity evidence kai performance
overhead. Avapevopevo anotéAeopa: prototype f technical framework yia
confidential and verifiable Al inference oe cybersecurity use case, ue sample
attestation evidence kat texvikn afloAoynon.

EpeuvntAg-Elonyntig: Balog MmoAyolpag

61.

Automated NIS2 Incident Reporting and
Evidence Packaging from SOC Alerts using STIX
2.1 and LLM-Assisted Summarisation

H epyaocia Ba eotidosl otn oxediaon kot ovAMTUEN EVOC LNXOVIOUOU TIOU
UEeTaTPEMEL security alerts, logs, CTl indicators kat analyst notes os dounpévo
TakETo avadopadg meplotatikol, KatdAAnlo yia SOC/CSIRT workflows kot
vrootipen Swadikacwwy NIS2 incident reporting. H pebodoloyia Oa
nepthappavel avaluon twv AnpodopLwy ou amattouvtal oe éva incident
report, povtehomoinon TexVIkwy otolxeiwv pe STIX 2.1, mapaywyn timeline,
affected assets, indicators, severity estimation kat recommended response
actions. @a 6iepeuvnBel eniong n xprion LLM-assisted summarisation pe
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traceability mpo¢ ta apyikd evidence. Avapevouevo amotéAeopa: prototype
incident evidence packaging and reporting assistant, pe sample incident
datasets, STIX-based representation, report templates kot aloAoynon wg
TPoG MANPOTNTA, akpiBela Kot xpnoludtnTa.

Epeuvntic-Elonyntig: Balog MmoAyoupag

62.

Vulnerability analysis of binary/executable files
with LLMs

Ospatiky Mepwoxn: Vulnerability assessment, LLM-security, Reverse
engineering

MeBobdoloyia: 2toxo¢ NG epyaociag eival n avdluon eunabewwv o€
eKTEAEOLUA apXela e tn xprion LLM. H epyaoia emikevtpwvetal otnv Xprion
avtiotpodng UNXOVIKNAG HE OKOTO TNV €€aywyr Tou mnyaiou Kwdika, otnv
avaAuon tou amo LLM kat téhog otnv dnuioupyla avadopdg mou cuvdéovtal
UE Ta guprpata Emopévwg, o Slaxwplopog yivetal os tpia Slakpltd otadia:

® Reverse engineering eKTeAEOLUWV OpXElwV pe okomo TRV e€oywyn Tou
ninyaiov kwdika.

e Avaluon tou mopayopevou Kwdlka pe LLM ylo Tov eviomiopo
mBavwv sumtabelwyv Kat aduvoplwy aodaleiag.

e Anuoupyia avodopds supnudtwy os mpokaboplopévo format mou
ouvléel Ta OmMOTEAéOMHATO TNG AVAAUONG UE TIG EVIOTLOMEVEC
gunaBelec.

AVOEVOLEVO QMOTEAEGHA: TO QVAUEVOUEVO QATOTEAEOUA ElvOL N oVATTUEN
pLag mAnpouc Asttoupykng pebodoloyiag yia tnv avdluon sumabswwv os
ekTEAEOIUA apXela pe T xprion LLM. Emiong, Ba mepthappavel thv e€aywyn
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KwdLka LEow reverse engineering, Tnv afloAdynon Tou Kwoika amnod 1o LLM yia
TOV VIOTLOUO TiBavwy aduvaplwy aopaleiag kat tn Snuloupyia Sopnuevng
avadopdc eupnudatwv o Tmpokaboplopévo format. H avadopda Oa
TLOPOUGLALEL TLG EVTOTILOUEVEG EUTIABELEC, TN COBAPOTNTA TOUC KAL TN OUVEED)
TOUC HE TO avTioTola TUNpata tou Kwdika. Emiong, Ta eupriuota Oa npénel
va mneplhapPfavouv Asttoupylkd  proof-of-concept kwdilka wote va
SlamiotwBel to exploitability tng sumdBelag, kabwg kal to avtictolo
mitigation.

Epeuvntic-Elonyntig: Mamnavtlhg Kwvotavtivog

63.

LLM-based web application penetration testing

Ospatiky Meploxr): Penetration testing, Web application security, LLM-
security

MeBobdoAoyia: ZToX0G TNG SUTAWUATIKNAG gpyaciag elval n avamtuén piag
uebodoloyiag yla tnv aflomoinon LLM otn Stadkacia ehéyxou Sieiobuaong
Sladiktuokwy sdappoywy. H epyacia eotialel otnv unootnpLen EMLUEPOUC
otadiwv Tou penetration testing, OMw¢ N avayvwplon otoxou, N availuon
mbavwy sumabelwy, n dnuloupyla TTPOTACEWV EAEYXOU Kal N Tapaywyn
Sounpévwy avadopwv eupnuatwy. Ikomoc eival n afloAdynon tou Babuou
oTov omoio ta LLMs pmopoUv va evioxUoouv Ty arnodotikdtnta, TV akpipela
Kol tnv autopatomoinon tng OSwadikaoiag eléyyou aoddAsiag web
edappoywv. Emopévwg o Slaxwplopog yivetal os tpia Slakpltd otadia:

e Avayvwplon kat ouMoyn TmAnpodoplwv yo TN Sladiktuakn
sdappoyn, L 0TOXO TOV EVIOTILOUO TBavwy onueiwv evéladEpovtog
yla €éAeyxo aodpalelag.
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® Avaluon mbBavwv esumabeliwv pe xprnon LLM, aflomowwvtag ta
b6ebopéva mou CUAAEXBNKav yla TNV umoothplEn tng Stadikaciag
penetration testing.

e Anuloupyia Sopnuévng avadopdg eupnuatwv, n omola Ba
TOPOUGCLAlEL TA OMOTEAECUATA TOU €AEYXOU, TIC EVIOTLOUEVEG
aduvaleg Kal TIOAVEC IPOTACELC AVILUETWTILONG.

AVOMEVOLEVO QMOTEAECHA: TO QVOUEVOUEVO QMOTEAECHA ELvVOL N AvamTuén
uLag pebodolroyiag yia tnv evioxuon tou web application penetration testing
ue ™ xpnon LLMs. H epyacia Ba odnyel otn ocuAloyn kal avaAiuon
mAnpodoplwv amo T Sladiktuakn £dappoyr, OTOV EVIOTIOUO TBavwy
sunaBelwv pe t cuvdpoun LLM kat otn Snutoupyia Sounuévng avadopag.
H avadopd Ba mepAapBAVEL TIG EVIOTILOMEVEC ASUVAULES, TNV afloAdynon TG
coBapotntag, Asltoupytko proof-of-concept kwdika Wote va SlamotwOel To
exploitability kdBe sumtaBelag, kKabBwg Kal TPOTACELG AVTLUETWITILONG.

EpeuvntAc-Elonyntig: MNamavti{ng Kwvotavtivog

64.

Evaluation of Self-Sovereign Identity Agents
with Post-Quantum Cryptographic Signatures

Ogspatikn  Mepoxn:  Meta-kBavtiky  Kpumrtoypadia  (Post-Quantum
Cryptography), Self-Sovereign Identity (SSI), Wndlakec Yroypadeg.

Nepwypadri/MeBoboloyia: H epyacia EMIKEVIPWVETOL OTNV EVOWUATWON KoL
aflohoynon LETA-KPBAVTLKWV KpumtoypadIKwy aAyopiBpwv ot
omokevipwpéveg (decentralized) umobdopég Self-Sovereign Identity. H
uebodohoyia mephapPavel tnv ulomoinon &voc uPplSikol  oxXAUATOC
dndlokwv umoypadwv (m.x. cuvduaopog kKhaowwv umoypadwyv ECDSA e
lattice-based oAyopiBuoug o6mwg to ML-DSA/Dilithium) evtdg evog SSI
agent/wallet. @a avaAuBsei n xprion toug oe Decentralized Identifiers (DIDs)
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kat Verifiable Credentials (VCs). Ztn ouvéxela, Ba mpaypotomnolnBel
TELPOLLATIKN SOKLUN KoL CUYKPLTIKNA afloAdynon pHe Bacn tnv kabBuotépnon
(latency) oto authentication, To péyebog Twv mapayopevwy KAEWSLWY, Kal TO
UTtOAOYLOTLKO overhead.

BAipata YAonoinong:

1. BiBAwoypadikn avaokonnon twv npotunwv Self-Sovereign Identity
(DIDs, VCs) kot Ttwv emKeipevwy TPOTUTIWY  METO-KBAVTIKAG
Kpuntoypadiag (m.x. NIST ML-DSA, ML-KEM).

2. IXebLoopOC Kal avamtuén evog UBPLSLIKOU KpuTttoypadLlkoU o UATOC
mou Ba ouvdualel KAaotkeg (.. ECDSA) kat post-quantum PndLakeg
uTtoypadEG yLaL EVOWIATWON Og €vav pwtotumo SSI agent.

3. Anuoupyia melpopatikov testbed yia tnv mpocopolwon TG pong
£kdoong (issuance), amoBnkevong kal emaAnBevong (verification)
Verifiable Credentials.

4. Ektéleon petpnoswv anodoong (latency, computational overhead,
HEYEDN kAslSwwv/umoypadwy) Kol SATUMWON CUYKEKPLUEVWY
TIPOTACEWV UETpLOOUOU (mitigation) yla TNV QVILUETWILON TOU
auénuévou oykou Sedopévwy ota diktua SSI

EpeuvntAc-Elonyntig: lwavvidng Osobwpog

Adaptive Al Systems and Learner Models for Ocepatikn Meploxn: Adaptive Learning, Educational Al, Learner Modeling,

65. . .
Next-Gen Learning Platforms Generative Al.
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Nepwypadr/MeBobdoloyia: H epyaocia Ba peAetiosl Tov oxeSLOoUO Kat TNV
avamTtuén evocg MPOooapUOCTIKOU CUCTAATOG TEXVNTNG vonoouvng (adaptive
Al) ywo mAatpoppec pabnong emopevng yevidag (m.x. ouyxpova LMS). H
ueBodoloyla mepthapBavet ) xprion Large Language Models (LLMs) yia tn
SUVAULKN TIpooapPHOoyr Tou eKMALSEUTIKOU UALKOU, Tou puBupol Kal Twv
povormatiwy padnong, Baoetl Sedopévwy Kat Tpodil Twv ekmaldeuoOUEVWY O
mpayuatikd xpovo (learner profiling, m.x. péow tou povtéhou Felder-
Silverman). Oa oyxedlootel éva pipeline mapaywyng MPoowonoLnUéEvou
TIOAUUECLKOU TIEPLEXOUEVOU (TT.X. OTOXEUMEVA quizzes, TIPOCOPUOCUEVEG
onuewwoelg, alternative explanations) kat Oa oplotel TPWTOKOAAO
afloAoynong yla tTnv avaAuon tng aAAnAenidpaonc.

BAparta YAomnoinong:

1. MeAétn peBodoroywwv avaiuong pabnotakol mpodiA (m.x. Felder-
Silverman) kat Sitepelivnon twv Suvatotntwyv twv Large Language
Models (LLMs) otnv mopoywyn eKMaLSeuTIKOU UALKOU.

2. Xxeblaopog evog Suvapkol poviéhou (learner model) mou Ba
oUMéyel kot Ba avaAlel Oebopéva  allnAemidpaong Ttou
EKTIALOEVOEVOU OE TIPAYHATIKO XPOVO, £€AYOVTOC CUUTMEPAOUATO
yla Tov puBpo Kat to oTUA pdbnong tou.

3. Avamrtuén mpwrtotumou Al module (r.x. pe xprion APl StacUvéeong
LLM) wavol va Tmopaysel KAl v avompooapuolel autopata
T{POCWTIOTIOLNEVO EKTIOLOEUTLKO TIEPLEXOMEVO (OTWC EMEENYNOELG Kl
Suvauka quizzes).
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4. Motk afloAoyncn ToU TMPWTOTUTIOU Yylat TN HETPNON TNG
XPNOTLKOTNTAG, TNG 0pBOTNTAG TOU TTAPAYOLEVOU TIEPLEXOUEVOU KOl
™N¢ ouvoAlkng dlatipnong tTou evdladEpovtog (engagement) tou
xpriotn.

Epeguvntig-Elonyntig: lwavvidng Osodwpog

66.

OpenlD-Based Identity Solutions in Gamified
Learning Management Systems

Ospatikn Neployn): Digital Identity, OpenID Connect (OIDC), Gamification,
Cybersecurity Education.

Nepwypadr)/MeBodoloyia: H epyacia Oa SlepeuvroeL TV EVOWUATWON TOU
nipotumou OpenlID Connect (OIDC) oe gamified Zuotipoata Awaxeipiong
Mabnong (LMS). H peBodoroyia mephapfavel tn xprnon tou OIDC yia Single
Sign-On (SSO) kat Staxeiplon mpodiA, enttpénovrag tnv aodalrn Tautonoinon
TWV ekmolbeUOUEVWY HEOW €VOG KevtplkolL Identity Provider (IdP). Oa
oxeblootel £va proof-of-concept (PoC) omou oL xpriotec cuvbfovral Ue
ooddalela, ektelolvV ekmolSEUTIKA oevapla KuPBepvoaodalelag, Kol Ta
emtelypatd  touc (badges, movtol eumelplag) amoBnkelovtol Kot
Sloxelpilovral péow Suvaplkwv OIDC claims 1 ouvdedepévwy user info
endpoints. H mpooéyylon autr Ba e€£TAOEL WG N TAUTOTNTA KAl N T(PO0S0G
UmopoUV va cUYKeEVTPWOOUV e aodaAsla o ekmatSeUTIKA TiEpLBAAAOVTAL.

BApata YAomouwnong:

1. BiBAloypadikn avaokonnon tou npotunou OpenID Connect (OIDC),
Twv Baowkwv powv auvBevtikomoinong (authorization code flow) kat
™¢ xpnong JSON Web Tokens (JWT) otnv eknaidsuvon.
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2. Xxebloaopog apyltektovikng Slaclvdeong evog gamified LMS
(Cybergame) pe évav kevtpiko ldentity Provider (m.x. Keycloak,
Authentik) yla tnv uhomoinaon Single Sign-On (SSO).

3. YAomoinaon evocg proof-of-concept (PoC) dmou o xpriotng aAAnAemidpa
ue gamified oevapla kat ta akadnuoikd tou emtevypata (badges,
scores) eVowPaTwvovTal SUVOHULKA OTO TOUTOTOLNUEVO TIPodiA Tou
pnéow custom OIDC claims i} REST APls.

4. A&loAOynon Tou CUCTHAMATOC WG TIPOG TNV aohAAsLa (TT.x. Tpootaoia
Twv token, elaylwota mpovopla), tTh OSLOAEITOUPYIKOTATO KOl TN
BeAtiwon tng oUVOALKAC eumelpiag xpriotn (UX) kota tn ouvSeon Kal
TN oUAAOYI EMLTEUYUATWVY.

EpeuvntAg-Elonyntig: lwavvidng Osodwpog

Ocpatikn Meploxn: Adversarial Al, Voice Cloning

Nepwypadn:

® To Bépa eotidlel otnv avaiuon emnBécewv kKAwvomoinong ¢wvng

(voice cloning). Me tnv €€apon TwWV TOPOYWYIKWY HOVIEAWV
67. MeAétn emBéoswv voice cloning (Generative Al), n Snuioupyia peaAloTikwy pwvwy ival TAEoV edLKTH
HE TN XPNON €AAXOTwV OeUTEPOAEMTWY NXNTIKOU Oeiypatog. H
TeXxvoloyla auTth, av Kol MPoopEPEL ONUAVTLKEG EUKALPLEG (LY. oTNV
Juxaywyla f tnv mpoofootpotnta), evéxel coBapolc KwwdUvoug
ooddalelag.

MeOoboloyia:
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o BiBAoypadikp Avaokonmnon (épeuva  OTO TL UTAPXEL OTNV
BiBAoypadia), Movtehomoinon Anellwv (epeuvd ota ocevapla
eniBeong), MeAétn AVTILETPWV

® Jxedlaopog Kol uhomoinon evOeIKTIKNG eTiBeong pe xprion dtadpopwv
open-source €gpyaAsiwv ylo TOMK KAwvomoinon ¢wvng o€
Python/JavaScript, HETPIKEG KoL 0ELOAOYNON QATTOTEAECUATWY

AVOMEVOLLEVO ATMOTEAECHAL:
® Y\Aomoinon Kol amoTEAECUATA TIELPAUATWV.

Epeguvntig-Elonyntig: MNpappaténovlog ABavaoiog

68.

Hardware and Firmware Emulation CTF
Framework

Nepwypadn:

® Avamtuén evog Framework ywa CTF dokuuooleg mou xpnolpomnolel
£E0UOLWTEG/TIPOCOUOLWTEG YLo v GEPEL TOUG TTAULKTEG AVTIUETWITOUG
ue tnv mapafioon UAKoU n/kal UALKoAoylopkoU, ywpic va
amnatteitat n xprnon éucikwyv cuokevwv (mx FPGA, Arduino, Specific
SOCs, custom boards).

MeOoboAoyia:

e BiBAoypadik Avoaokémnon (épsuva  OTO TL UMAPXEL OTNV
BiBAoypadia, TL TEXVOAOYlEC UTOpoUV va XpnotpormownBolv, TL
gpyoleia umtdpyouv)

® Avdaluon muBavwv oevaplwv aoknoswv ylo eOECELS o UALKO 1/Kal
UALKOAOYLOULKO

® Anuoupyia eikovikou meptBaAlovtoc yio tnv aAAnAemidpacn (my e
UART/JTAG)
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AVQLEVOLLEVO AMOTEAECUAL:

e The developed Framework
e 4 Exercises using the framework

Epeguvntig-Elonyntig: MNpappaténovlog ABavaoiog

69.

Avixveuon Anelhwv o€ loT/OT NepiBdAiovra
Kpioyuwv YroSopwv pe AvaAuon ALKTUOKAG
Tupnepidpopdg kat EEnynoyun Texvnti
Nonpoouvn

H epyacia Ba eotidosl otov oXeSlaoUd Kal TNV aVAITUEn EVOC LNXOVLIOUOU
miou Staodpalilel TNV aKePALOTNTA KAl TNV LYVNAaoLlpuotnta Kpiowwv logs oe
nieplBaAAov kpiowng umodopunc. H texvoloyikr Baon Ba eivalt immutable
logging, hash-based audit trails, decentralized ledger technologies kat n
ouvbeon Twv Kataypadwv pe dadikaocieg forensic analysis kat compliance
reporting. H gpyaocia Ba eéetdoel nwg pnopolv va kataypddovral Kplowa
yeyovota, onwe npocPacn oe evaicOnta Sedopéva, aANayEG TOALTIKWY,
alerts kal evépyeleg amokpLong, WOTE va elvol emaAnBevolpa PETA amo
neplotatikd. TeAlko amotéAdeopa: Avamtuén prototype log integrity service,
ue  schema  yeyovotwy, pHnxaviopo umoAoylopou/emaAnBeuong
omotunwpdatwy, audit trail, Baowa verification queries kat afloAdynon
anodoonc kat akepatdtntog. Ospatikr Meploxn: Immutable Logging, Digital
Forensics, Distributed Ledger Technologies, Compliance Evidence, Critical
Infrastructure Cybersecurity.

EpeuvntiAc-Etonyntig: Moakpomodng lwavvng

70.

Zxediaon kat Avamntuén Mpwrtotunou SIEM yla
NapakoAovOnon Zuppaviwv Acpdalelag o
Kpiowueg Ynodopég

H epyacio Oa eoTldosl 6TOV OXESLACUO KAl TV AVATTUEN EVOG TPWTOTUTOU
Security Information and Event Management ylo kpiolpec umodopéc. To
cvotnua Ba oculéyel kat Bo Kavovikomolel yeyovota acddAsiag omd
Sl0popETIKEG TNYEG, OMWC cuothuato TpocBoaong, endpoints, SLKTUAKEC
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pogg, ebappoyeg kat oT/OT cuokeugg. H texvohoyikr) Baon Ba sival n log
normalization, n event correlation, n rule-based detection ka mopaywyn
Sounpévwy alerts. TeAkd amotéAeopa: Avamtuén Suotripatog / Ynnpeoiog
oe popdn prototype SIEM layer, pe povtédo elocaywyng logs, schema
KOVOVLKOTIOlNoNG, KAvOVEG OUuoXETlonG, evdelktika alerts, dashboard n
structured report kot TeXVik afloAOYNon O CUVOETIKA CEVAPLO KPIoLUWV
urtodopuwv. Ogpatikn Neploxn: SIEM, Security Monitoring, Event Correlation,
Critical Infrastructure Cybersecurity.

Epeguvntig-Elonyntig: Makpomodng lwavvng

71.

Zxediaon kat Avantuén Npwtotimouv SOAR yla
Autopatonoinon Anokpilong o NepLotatika
KuBepvoaoddaAelag

H epyacia Ba €0TLA0EL 0TOV OXESLACUO KAl TNV AVATTTUEN EVOC PWTOTUTIOU
Security Orchestration, Automation and Response yla tTnv autopatonoinon
BaoLKWV EVEPYELWV QTOKPLONG OE MEPLOTATIKA a.odAAeLaG. To mpwtdTuTo Ba
nepthappavel playbooks yia cuvnBiopéva meplotatikd, onwg phishing,
ransomware indication, Umomtn ocuvéeon, miBoav Swoppor Sedopévwyv n
avixveuon KakoBouAng Siktuakng cupmepldopds. H texvohoyikn Baon Ba
glvat n incident response automation, n playbook modelling, n case
management kal n automated escalation. TeAwké amotéAecpa: Avamtuén
prototype SOAR workflow engine, pe BiBAoOnAkn playbooks, povtélo
KOTAOTOONG TIEPLOTATIKOU, OUTOLOTOTIOLNUEVEG EVEPYELEG QTOKPLONG,
structured incident report kat afloAoynon pe Bdon XpOvo amoKpLong,
MANPOTNTA evePYELWV Kol Suvatotnta emavalnyne. Otspatikh Meploxn:
SOAR, Incident Response Automation, Security Orchestration, Critical
Infrastructure Resilience.

Epeuvntig-Etonyntig: Makpomnodng lwavvng
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72.

LLM-Based ZupBoUAEUTIKOG MNXOWVLOMOG Lol
KuBepvoaoddAela Kot ZUppopdwon oe
Kpiolueg YoSopég

H epyaocio Ba eotidoel oTnV avantuén evoc cUUPBOUAEUTLIKOU UNXAVLOUOU TIOU
xpnotuorolei large language models kal retrieval-augmented reasoning ylo
va TIapEXEL KABoONYOUUEVEC AIMOVTIOELG O EpWTHRUATA KUBEpvoaadAAELOG,
KwwSUvou Kal cuppopdwong o kpiolpeg urtoSopég. H €udaon Ba obel oxL
oto epyadeio, aMd otnv texvoloykn peBoboloyia:  ovtohoyieg
KuBepvoaodalelag KpIoHwY UTTOSOUWY, EAEYXOC OELOTILOTIOG QTTOVTOEWY,
TIOALTIKEG alodadoUg xpriong, explainable recommendations kal meploplopdg
AavOaopuévwy [ YN CUUUOPGOUUEVWY OmaVINoswV. TEAIKO amotéAsopa:
Avanrtuén prototype advisory assistant, pe knowledge base, spwtiuata
afloAdynong, HUNXAVIOUO TEKUNPLWHEVNG oamavinong, guardrail policy,
structured recommendations kot afloAoynon akpifeloc/xpnowuotTntag os
oevapla SOC, compliance kot risk management. @gpatiky MNeploxn: Large
Language Models, Cybersecurity Advisory Systems, Retrieval-Augmented
Generation, Al Governance, Critical Infrastructure Compliance.

EpeuvntiAg-Etonyntig: Moakpomodng lwavvng

73.

Opxnotpwon Kat Autopatonoinon AnokpLong
o€ Neplotatikd Ransomware o€ Kpiowueg
Ynodouég

H epyacia Oa eotidosl otnv avamntuén pebodoloyiag Kal TpwTOTUTOU yLa TV
OUTOMOTOTOLNCN aMOKPLONG OFf OevVApPLO ransomware Tou ennpealouv
Kplolueg untnpeoieg. H texvoloyikn Baon Oa elval n security orchestration and
automated response, pe playbooks mou meplypddouv otadla Omwg
oviyveuon, emiBepaiwon, amopdovwon eMNPEQlOUEVWY  CUCTNUATWY,
svnuépwon  umeuvBUvVwy, ouMoyn  TeEKuNpiwv Kol  UTIOCTAPLEN
anokatdotoonc. TeAko anotéAeopa: Avamtuén prototype incident-response
orchestration framework, pe BiBAloBnkn playbooks, poviého katdotaong
TEQLOTATIKOU, HUNXAVIOMO €evepyomoilnong evepyeswwv, structured incident
report kol agloAdynon pe BAon xpovo anodkplong, MANPOTNTA EVEPYELWY Kall
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Suvatotnta emavaAnyng. Ospatik)  Neproxh: Incident Response
Automation, Ransomware Defence, SOAR Technologies, Critical Infrastructure
Resilience.

Epeguvntig-Elonyntig: Makpomodng lwavvng

1 3tn olvroun meptypopri TS SIMAWUATIKAC Epyacioc Ja MPETEL VO aVopEPETaL OaPWC To TEAIKO amotéAsoua authic (Ekmévnon MeAétng, Avamtuén
Juotiuaroc / Yiinpeoiag, Avaokonnan / Suykpttikr AétoAdynon, KtA).



